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Preface

1. Preface
1.1 Intended Audience

This document is intended for the following audience:
e  Customers

. Partners

1.2 Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

1.3 Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

1.4  Structure
This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters cover following:
e Introduction

e  Prerequisites

e Installation

e Post Installation Steps

e  Product Verification

e  Multi-Entity Installation and configuration

1.5 Related Information Sources

For more information on Oracle Banking APIs Release 18.1.0.0.0, refer to the following
documents:

e Oracle Banking APIs Licensing Guide

e Oracle Banking APIs Installer Pre-Requisite Setup Manual
¢ Oracle Banking APIs OBP Base Setup and Configuration

e Oracle Banking APIs OBP US LZN Setup and Configuration
e Oracle Banking APIs OFSLL Setup Configuration

e Oracle Banking APIs Origination Social Media Integration

e Oracle Banking APIs OHS User Interface Configuration

e  Oracle Banking APIs Chatbot Configuration
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e  Oracle Banking APIs Mobile Application Builder-Android
e Oracle Banking APIs Mobile Application Builder-iOS

e  Oracle Banking APIs Security Guide

e  Oracle Banking APIs System Configuration

e User Manual Oracle Banking APIs Core

e Oracle Banking APIs File Upload Report Configuration
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Introduction

2. Introduction
2.1 Purpose of the Document

The purpose of the OBAPIs Installation Manual is to provide a step by step overview on the
installation process of the solution.

It includes:

Installation Guide

Reference to prerequisites software installation required for OBAPIs & OBAPIs installer

Setup of OBAPIs with Oracle’s own Core Banking and Origination Products along with Third-
party HOST system.

Running the installation in silent mode
Advanced Configurations (Post installation)
Installation Verification

Multi-Entity Installation and configuration

Home



Prerequisites

3. Prerequisites

OBAPIs pre-requisite software should be installed and available before proceeding.

For OBAPIs pre-requisite software setup refers document “Oracle Banking APIs Installer Pre-Requisite
Setup Manual” mentioned in section 1.5 Related Information Sources.

Installer Pre-requisite verification

Post installation of OBAPIs Installer prerequisite software’s, verification can be done using below steps.

Note: Verification should be performed on Server where Oracle Weblogic is locally installed and by OS
user (which is owner for Oracle Weblogic home directory) for non-root steps. The same user will be used
to execute installer.

Oracle Instant client

Step 1: Login using root user.

Step 2 : Run below command to verify if Oracle Instant client is installed.

rpm —qa | grep oracle

Note: Above package verification command is specific to Oracle Linux and RHEL distributions only. For
other Linux distributions or OS please refer to OS specific package manager documentation.

Python
Step 1: Execute python —V command

python -V

Note: Ensure Python 2.7.5 supported version is installed. Above command should reflect the same.

cx Oracle & Urwid

Step 1: Execute python command
python

Note: Ensure Python 2.7.5 version should be available in PATH variable. Above execution should be
done using Python 2.7.5.
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Prerequisites

Step 2: Import Urwid and check version

import urwid (Press Enter)

urwid.__version

If version is displayed, then Urwid is installed and available for use.

Note: Ensure Urwid 1.3.1 supported version is installed. Above command should reflect the same.

Step 3: Similarly import cx_Oracle and check version

import cx_Oracle (Press Enter)

cx_Oracle.version

If version is displayed, then cx_Oracle is installed and available for use.

Note: Ensure cx_Oracle 5.2.1 supported version is installed. Above command should reflect the same.

Home
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Installation

4. Installation

Pre-Installation

e Install all the prerequisite software and packages mentioned above

Steps of Installation

¢ Download and extract the installer zip file (Base — non localization version).

e Navigate to “<OBAPIs INSTALLER DIR>/core/config”

¢  Open the “installer.properties” file to maintain key configurations for BASE ENTITY (OBAPIS_BU)

= a 9 B & ) & Encoding~ [Color~ @& @
# Installer Properties M
* #
# All entries to be made immediately after the "=' and WITHOUT quotation marks. i.e. '* or " #
* #
ERRREERRRERR SR RAAY
#

¥
# Weblogic Details #
L] L]
HRRHBERRABERANISIRNUY

#Middleware home path. Example /home/obdxuser/Oracle/Middleware/Oracle_Home - where you have sub-directories like wlserver,oracle_common etc.
Midd]ewareHome=

#JAVA home path. Example /home/obdxuser/jdk18 - where you have sub-directories like bin,jre,lib etc.
JAVA_HOME=

#Path where 0BDX needs to be installed.
INSTALLATION_HOME=

#Domain name. The domain will be created by the name specified.
DomainName=

#Domain path. Example /home/obdxuser/domain.
DOMATN_PATH=

#0omain user ID. The user id will be used to access the Weblogic Administrative console.
DomainUserID=

#Name of OBDX cluster.
ClusterName=

#Host name or IP address of managed server participating in the cluster.
ClusterMachineNamelist=

#AdminServer port. It is the port to access the administrative console of the Weblogic server. Generally port 7001 is used as the AdminServer port.
HostMachinePort=

#AdminServer SSL port. It is the port used to securely access (https) the administrative console of the Weblogic server. Generally port 7002 is used as the AdminServer port.
HostMachineSSLPort=

#ode Manager Port. It is the port used by Node Manager to be configured for 0BDX domain. Generally, 5556 is utilised as Node Manager Port.
NodeManagerPort=

#Managed Server name. This will be the name of managed server created in the OBDX cluster. i.e. If this is set as 'clip’ managed servers would be clipl etc.
ManagedServertlame=

#Managed Server port. Managed server in 0BDX cluster will utilize this port for hosting 0BDX components and associated resources.
ManagedServerPort=

#Set the paths fi
£41al1n102dCi 1nSrana=.
Line: 1/204 Column: 1 Character: 35 (0x23) Encoding: 1252 (ANSI - Lat

the Persistence stores Audit; FileUpload and Reports JMS modules (for all supported 0BDX host).

IMPORTANT:

e Enter the values right after the “=" sign
e DO NOT change anything to the left of the “=”

e DO NOT change any of the flag values or pre-filed values (such as DataSourceName,
DataSourceJNDI, Flag values etc) available post “Factory Shipped” section.

e  Ensure there is no blank space after “=" sign

Installation Guide 9



Only below parameters should be set in installer.properties file.

Installation

Component Parameter Description Example
Enter the hostname of the
database server which would host
the database schema for OBAPIs
DatabaseHostName and RCU 0fss310759
Enter the port number of the
DatabaseHostPort database listener 1521
Enter the Oracle Service Name for
DatabaseHostSID database instance OBAPISSID
. Enter the username with 'sys'
DB details (for L
Weblogic RCU and DB_SYS_USER privileges sys
OBAPIs schema) For OBAPIs schema name like
"OBAPIS_DEV" POST FIX is
'DEV". SHOULD BE IN
POST_FIX UPPERCASE ONLY. DEV

DIRECTORY_NAME

Enter the directory name in which
you want the OBAPIs schema
tablespace datafile to be created.
Enter Logical name (i.e.
DIRECTORY_NAME column) from
DBA_DIRECTORIES table NOT
the physical path.

OPATCH_LOG_D
IR

Component Parameter Description Example
DatabaseHostNameU | Enter the hostname for the UBS
BS HOST database host server 0fss310759
DatabaseHostPortUB Enter the port number of the UBS
S database listener 1521
Enter the Complete OBAPIs-EXT
(B1A1) HostInterfaceschema
UBS DB details (to name you want installer to create
be configured only as new schema.
in-case of SCHEMA NAME_UB | SHOULD BE IN UPPERCASE
FLAVOR as UBS) | g ONLY. UBSSCHEMA123

DIRECTORY_NAME_

UBS

Enter the directory name in which
you want the OBAPIs-EXT (B1A1)
schema tablespace datafile to be
created. Enter Logical name (i.e.
DIRECTORY_NAME column) from
DBA_DIRECTORIES table NOT
the physical path.

OPATCH_LOG_DIR

Installation Guide
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Installation

server details

E

MiddlewareHome.

Enter the username with 'sys
DB_SYS_USER_UBS | privileges sys
DatabaseHostSID_UB | Enter the UBS Host database
S Service Name UBSSID
Enter the EXISTING UBS Host
UBS_SCHEMA schema name OBAPISUBS
Enter the Country code for UBS
UBS_CCY HOME Branch GB
UBS_HB Enter the Branch code for
code for UBS HOME Branch AT3
Component Parameter Description Example
Middleware home path. Example
/home/obapisuser/Oracle/Middlew
are/Oracle_Home - where you /home/obapisuser/
have directories like Oracle/Middleware/
MiddlewareHome wliserver,oracle_common etc. Oracle_Home
Path where JAVA (JDK) is | /home/obapisuser/jdk
JAVA_HOME installed 18
Path where OBAPIs is to be
installed. All configuration files will
be copied as a sub-directory
“config” under this directory. DO
NOT KEEP

apis

DOMAIN_PATH

Path where OBAPIs Weblogic
domain should be created. Users
can now enter custom path as per
their requirements.

/home/obapisuser/do
mains

ClusterName

Name of cluster; this cluster would
have one single managed server.

obapis_cluster

ClusterMachineName
List

Host name or IP address of
managed server participating in
the cluster. Currently only single
node is supported.

0fss310759

Installation Guide
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Installation

HostMachinePort

AdminServer port. It is the port to
access the administrative console
of the Weblogic server. Generally
port 7001 is wused as the
AdminServer port.

7001

HostMachineSSLPort

AdminServer SSL port. It is the
port used to securely access
(https) the administrative console
of the Weblogic server. Generally
port 7002 is used as the
AdminServer port.

7002

NodeManagerPort

Node Manager Port. It is the port
used by Node Manager to be
configured for OBAPIs domain.
Generally, 5556 is utilized as Node
Manager Port. Custom ports are
supported.

5556

ManagedServerName

Managed server name. This will be
the name of the managed server
created in the cluster followed by
indexes. eg- If this is set as ‘clip’
managed servers would be
clipletc.

clip

ManagedServerPort

Managed Server Port. Managed
server will utilize this port for
hosting OBAPIs components and
associated resources.

9001

DomainName

Enter Weblogic Domain name.

obapis_domainl

DomainUserID

Domain user ID. The user id will be
used to access the Weblogic
Administrative console.

weblogic

FileUploadFileStore
(to be configured for
all OBAPIs supported

Set the paths for the persistence
stores of the FileUpload JMS
modules. DO NOT KEEP path as
INSTALLATION_HOME or as
sub directory inside

/scratch/obapis/

HOST) INSTALLATION_HOME. FileUpload
Set the paths for the persistence
stores of the Audit IMS modules.
AuditFileStore (to be | DO NOT KEEP path as
configured for all | INSTALLATION_HOME or as
OBAPIs supported | sub directory inside /scratch/obapis/Aud
HOST) INSTALLATION_HOME. it

ReportsFileStore  (to
be configured for all
OBAPIs supported

Set the paths for the persistence
stores of the Reports JIMS
modules. DO NOT KEEP path as

/scratch/obapis/Re
ports

Installation Guide
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Installation

HOST) INSTALLATION_HOME or as
sub directory inside
INSTALLATION_HOME.

Set the paths for the persistence

ExtSystemReceiverFil | stores of the ExtSystemReceiver

eStore (to be | JMS modules. DO NOT KEEP

configured for Third-
party OBAPIs host

only)

path as INSTALLATION_HOME
or as sub directory inside
INSTALLATION_HOME.

/scratch/obapis/Rec
eiver

ExtSystemSenderFile
Store (to be
configured for Third-
party OBAPIs host

only)

Set the paths for the persistence
stores of the ExtSystemSender
JMS modules. DO NOT KEEP
path as INSTALLATION_HOME
or as sub directory inside
INSTALLATION_HOME.

/scratch/obapis/Sen
der

JMSForeignServerUR
L (to be configured for
UBS host only)

Set the IP and port for UBS
Managed server where JMS queue
are available (Specific to OBAPIs
- UBS flavor)

10.184.135.59:786
0

RCU

STBSchemaPrefix

STB schema name prefix. If schema
pre-fix is 'OBAPIs' then
'OBAPIS_STB' would be the STB
schema name.

OBAPIS_STB

Note: Apart from above any other property values should not be modified

Ensure ORACLE_HOME, JAVA_HOME variable are set and their binaries are available in PATH variable

before proceeding.

Login with OS user which was used to perform OBAPIs pre-requisite software installation (or has

ownership on Oracle Weblogic home directory)

Ensure OBAPIs Installation home and filestore path maintained in installer.properties exists and user

running the installer has read-write permissions.

From your terminal navigate to <OBAPIs INSTALLER DIR>/

Installation Guide
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Installation

python runinstaller.py

Select the appropriate type of Installation

BP @obduwls:/scratch/test - O X

Oracle Banking APTs

Installer v1§.1.0.0.0

e OBAPIs Installation: This option should be used for first-time installation or for first entity only.
Existing installation should not utilize this option unless performing “Clean and Install” on already
installed environment.

e New Entity Creation: This option should be used for multi-entity installation only.

Post selection of installation type.

Select the appropriate host system for Installation

Installation Guide 14




Installation

Oracle Banking APTs
Installer v18.1.0.0.0

host system from the options listed below

Oniversal Banking Solution

Platform

Oracle Banking APIs
Installer v18.1.0.0.0

the installation mode from the options listed below

Hew Installation

Clean

to select between opt

Installation Guide




Installation

Mode of Installation - New Installation

¢ New installation
In-case of a fresh installation of OBAPIs with appropriate host system for the first run on server.

Below screens would appear with respective to host selected

Installation Guide 16



Installation

Universal Banking Solution (OBAPIs with UBS)

Select the version of UBS HOST system from available options

BP @obduwls:/scratch/test - O X

Oracle Banking APTs

Post UBS HOST version selection, enter the required credentials details

Installation Guide 17




Installation

Oracle Banking ABTs

Enter below passwords:

e  SYS privilege user password where OBAPIs schema would be created
e  OBAPIs schema password

e OBAPIs STB schema password

¢  Weblogic console administrator user password

e  SYS privilege user password where UBS host schema exists

e  Existing UBS HOST schema password

e New OBAPIs EXT schema password

e Password for OBAPIs application admin user (In-case of OUD as provider, password should be
similar to one used while user creation in OUD (or User Password field))

Oracle Banking Platform (OBAPIs with OBP)

No additional input required. Screen is same as available in Third Party System.

Oracle Financial Services Lending and Leasing (OBAPIs with OFSLL)

No additional input required. Screen is same as available in Third Party System.

Installation Guide 18



Installation

Third Party System (OBAPIs with THP)

Post Third Party System selection, enter the required credentials details

Enter below passwords:

e  SYS privilege user password where OBAPIs schema would be created
e  OBAPIs schema password

e  OBAPIs STB schema password

¢  Weblogic console administrator user password

e  OBAPIs application admin user password (In-case of OUD as provider, password should similar to
one used while user creation in OUD (or User Password field))

Installation Guide 19



Installation

Mode of Installation - Clean and Install

In-case of an existing OBAPIs installation that you want to overwrite OR in case of a previously failed
installation user can opt for this option.

Pre-requisites

e  Weblogic domain processes should be down (i.e. AdminServer, NodeManager, Managed Servers,
Derby etc)

e No open session (user should not be logged-in) with OBAPIs database schema (and OBAPISEXT
schema in-case of OBAPIs UBS flavor) and RCU schema.

Key pointers

e OBAPIs schema (and OBAPIs EXT schema in-case of OBAPIs UBS flavor) and RCU schema
would be dropped and recreated (as per installer.properties). Tablespace would be re-used.

e  Weblogic domain (as per installer.properties) would be deleted and created again.

e Installation Home would be cleaned up and all files/ sub-directories would be deleted.

Note: All input screens are similar to new installation option and as per the host system opted.

Installation Guide 20



Installation

Installation Status

After selecting the mode and entering all required details, the status is displayed (as shown below) on the
terminal to indicate the progress of the installation.

When the installation completes, the below message is displayed

Home
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Installation In Silent Mode

5. Installation In Silent Mode

This chapter describes how to run the OBAPIs installer in silent mode.
What is silent-mode installation?

During installation in silent mode, the installation program reads the details for your configuration from the
environment properties and installer.properties that you set for the session before beginning the
installation. The installation program does not display any configuration options during the installation
process.

Steps for Silent-Mode Installation

° Set the environment variables

Installation Guide 22



Installation In Silent Mode

Below parameters should be set in environment variables

Universal
Banking
Solution

(OBAPIs with
UBS)

Parameter Description

FLAVOUR Flavour for installation
‘UBS’ for Universal Banking Solution (Installation
with UBS)

MODE Mode of installation.

‘New’ in-case of a fresh installation of OBAPIs for
the first run on server

‘Clean’ in-case of an existing OBAPIs installation
that you want to overwrite OR in case of a
previously failed installation

DB_SYS_PASSWORD

Sys password of OBAPIs database (Existing)

SCHEMA_PASS

Password for new schema on OBAPIs database

STBPassword

Password for STB schema

DomainPassword

Password for weblogic admin console

DB_SYS_PASSWORD_UBS

Sys password of UBS database (Existing)

UBS_PASS

Password of existing HOST UBS schema
(Existing)

SCHEMA_PASS_UBS

Password for new B1A1 schema on UBS database

DBAuthPassword Password for new Admin user of the application
(In-case of OUD as provider, password should
similar to one used while user creation in OUD(or
User Password field))
FLAVOUR Flavour for installation
‘OBP’ for Oracle Banking Platform (OBAPIs with
OBP)'
OBAPIs’ for Third Party System (OBAPIs with
THP)
Oracle Banking ‘FLL’ for Oracle Financial Services Lending and
Platform Leasing (OBAPIs with OFSLL)
(OBAPIs with Mode Mode of installation.
OBP)/
Oracle ‘New’ in-case of a fresh installation of OBAPIs for
Financial the first run on server
Services
Lending and ‘Clean’ in-case of an existing OBAPIs installation
Leasing that you want to overwrite OR in case of a
(OBAPIs with previously failed installation
OFSLL)
/ DB_SYS_PASSWORD Sys password of OBAPIs database (Existing)
ngrd Party SCHEMA_PASS Password for new schema on OBAPIs database
ystem STBPassword Password for STB schema
(OBAPIs with . - -
THP) DomainPassword Password for weblogic gdmln console -
DBAuthPassword Password for new Admin user of the application

(In-case of OUD as provider, password should
similar to one used while user creation in OUD (or
User Password field))

Installation Guide
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Installation In Silent Mode

Run the runinstaller.py file with ‘--silent ’ argument along with ‘--base’ option

! 8| 1 (-

Installation Status

After all passwords are entered, the status is displayed on the terminal to indicate the progress of the
installation.

Home
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Installer Verification

Each execution creates a new directory as <DDMonthHHMM> under

Installer Verification

<OBAPIs

DIR>/ExeclInstances directory where output logs as describe are stored.

Log Description

PATH

Summarized Installer Activity Log

<OBAPIs INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/obapis_installer.log

Summarized Database Logs

<OBAPIs INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/DB_installation.log

Detailed OBAPIs DB Logs per
SQL file

<OBAPIs INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/OBAPIs/*

Detailed UBS DB Logs per SQL
file (specific to UBS host system

only)

<OBAPIs INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/UBS/*

RCU Logs

<OBAPIs INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/app/obapis_stb_rcu_1600.log

Weblogic Configuration Logs

<OBAPIs INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/app/obapis_wls_post.log

Detailed policy seeding logs per
SQL Statement

<OBAPIs INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/out.log

Detailed policy seeding logs if SQL
execution fails

Note: It will be created in case of
failure during execution of policies.

<OBAPIs INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/error.log

Policy seeding jar failure Log

<OBAPIs INSTALLER DIR>/Execlnstances/<DDMonthHHMM>
/logs/db/seedPolicies.log

Check all the logs for any errors.

Installation Guide
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7. Installer Scope

OBAPIs Installer currently covers below activities:
Flavor: Third Party system (OBAPIs_with THP)

Installer Scope

New
Flavor Activity Detailed Activity List Installation Clean and Install
Create Tablespace \ NA
Create Schema and v (drop and
Role \ create)
OBAPIs DB Setup
Grants \ \
Load DB object (DDL's
and DML's) \ \
Compile Schema \ \
RCU schema and V' (drop and
Create Domain V create)
Create and Configure
AdminServer, Machine,
Managed Server and
OBAPIs Cluster \ N
(Installation
with Third Configure NodeManager | \/
Party System)
Configure JDBC \ \
Wetiogc Setp 214 | Contgure 0B
Authenticator, JMS
servers, Persistent
stores and JMS Modules | V \
Application Deployment | v \
JTA V V
Enable Production Mode | v \
Start AdminServer and
NodeManager \ \
\ (Delete old
OBAPIs Copy Config files into and copy new
Configuration OBAPIs Installation from installer
Home v zip)
Installation Guide 26




Flavor: Universal Banking Solution (OBAPIs with UBS)

Installer Scope

New Clean and
Flavor Activity Detailed Activity List Installation Install
Create Tablespace \ NA
v (drop and
OBAPIs DB Create Schema and Role | v create)
Setup Grants \ \
Load DB object (DDL's
and DML's) \ \
Compile Schema \ \
Create Tablespace \ NA
\ (drop and
Create Schema and Role | v create)
OBAPIs Grants \ \
EE(JJSYSTEM DB Load DB object (DDL's
OBAPIs P and DML's) \/ \/
with UBS . .
(Installation DB Link pointing to
with OBAPIs Schema l l
Universal
Banking Compile Schema \/ \/
Solution)
RCU schema and Create \ (drop and
Domain \ create)
Create and Configure
AdminServer, Machine,
Managed Server and
Cluster N, N
Configure NodeManager | v \
Weblogic  Setup | Configure JDBC \ V
and Configuration
Configure DB
Authenticator, JIMS
servers, Persistent
stores and JMS Modules | v \
Application Deployment | \
JTA \ v
Enable Production Mode | V \
Installation Guide 27



Installer Scope

New Clean and
Flavor Activity Detailed Activity List Installation Install
Start AdminServer and
NodeManager \ \/
Copy Config files into
OBAPIs OBAPIs Installation \ (Delete old
' . Home and configure and copy new
Configuration !
Preferences.xml (set from installer
AdapterFactories) \ zip)
Flavor: Oracle Banking Platform (OBAPIs_with OBP)
New Clean and
Flavor Activity Detailed Activity List | Installation Install
Create Tablespace \ NA
v (drop and
Create Schema and Role \ create)
OBAPIs DB Setup
Grants V \
Load DB object (DDL's
and DML's) \ \
Compile Schema \ \
RCU schema and Create v (drop and
Domain \ create)
BAPI
vovith OBE’ Create and Configure
. AdminServer, Machine,
(Installation
: Managed Server and
with Oracle Cl N N
Banking uster
Platform
) Configure NodeManager \ S
Configure JDBC \ \
weloge Seup [ Contgure e
9 Authenticator, JMS
servers, Persistent stores
and JMS Modules \ S
Application Deployment \ \
JTA V J
Enable Production Mode \ \
Start AdminServer and
NodeManager S S
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New Clean and
Flavor Activity Detailed Activity List [ Installation Install
v (Delete old
Copy Config files into and copy new
OBAPIs Installation from installer
OBAPIsConfiguration Home \/ zip)
Flavor: Oracle Financial Services Lending and Leasing ( OBAPIs_ with OFSLL)
New Clean and
Flavor Activity Detailed Activity List Installation Install
Create Tablespace S NA
v (drop and
Create Schema and Role N create)
OBAPIs DB
Setup Grants \ S
Load DB object (DDL's and
DML's) \ S
Compile Schema S S
RCU Schema and Create < (drop and
OBAPIs Domain v create)
with )
OFSLL Create and Configure
: AdminServer, Machine,
(Installation J J
with Oracle Managed Server and Cluster
Financial ]
Services Configure NodeManager S \
Lendin
and ? Configure JDBC V J
Leasing) Weblogic
Setup and Configure DB Authenticator,
Configuration JMS servers, Persistent stores
and JMS Modules S \
Application Deployment \ S
JTA V \
Enable Production Mode S \
Start AdminServer and
NodeManager \ S
Copy Config files into OBAPIs \ (Delete old
Installation Home and configure and copy new
OBAPIs Preferences.xml (set from installer
Configuration AdapterFactories) \ Zip)
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8. Post Installation Steps

Once Installation is successful and no errors are observed, proceed with below set of steps.

Apply JRF Template

To apply JRF template follow below steps.

e To do this, ensure that the Admin Server is running. Login to the EM (Enterprise Manager) Console
using the following URL:

http://<hostname>:<admin_port>/em

Note: EM console would be available on same hostname and port which was used for Weblogic Admin
Console for OBAPIs domain (created via installer), just replace the “/console” with “/em”.

B - o x

[ Sign in - Oracle Enterpric X

&« C | @ Not secure \ mum00bzt:8001/em/faces/targetauth/emaslogin?target=/Domain_OBDX_INS_TEST/OBDX_INS_TEST&type=weblogic_domain&FromContextlnitFilter=true ﬁ| n

Domain Domain_OBDX_INS_TEST
* User Name
~ Password

] Login to Partition
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e Enter Weblogic administrator username and password (same used for Weblogic administrator
console login)

/ [ Signin - Oracle Enterpric X

&« & ‘ @ Not secure | mum00bzt:8001/em/faces/targetauth/emasLogin?target=/Domain_OBDX_INS_TEST/OBDX_INS_TEST&type =weblogic_domain&FromContextlnitFilter=true 1}| o

Domain Domain_OBDX_INS_TEST
* User Name  weblogic
* Password  sessesss

|| Login to Partition
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[% OBDX_INS_TEST (Oracle X - X
&« [¢RI0] mumD00bzt:8001/em/faces/as-weblogic-weblLogicDomainHome?type=weblogic_domain&target=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST ¥ % 0
ORACLE Enterprise Manager Fusion Middieware Control 12¢ WebLogic Domain ¥ weblogic ¥ ==

m=  OBDX_INS_TEST @
t= L

WebLogic Domain v

© Information

Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit" in the Change Center menu.

Clusters

Unknown

Deployments

7 Down
1 Up

Administration Server

Name
Host
Listen Port
SSL Listen Port
Servers
View v Create Delete
Name

AdminServer(admin)

OBDX_INS1

1

AdminServer
obdxwls in oracle.com
9001
9002

Control v &

Status  Cluster Machine
& InstallerTest Hostt

Rows Selected 1 Columns Hidden 33

e Click on the Managed Server (as highlighted below)

Servers
View v Create
Name
AdminServer(admin)

feoer ]

Delete Control

Status Cluste

1+

&

r Machine

¥ InstallerTest Host1

State

Running

Shutdown

State

Running

Shutdown

‘f1v BEA v | AutoRefresh Off v

Jul 23, 2017 11:43:52 AM UTC 0

£
Hea
A CPU
Health Listen Port Usage (%) U?'a%
0K 8001 1499 596.5
Unknown 9003  Unavailable  Unavailab
»
Servers 2of2
Health Listen Port
oK 9001
Unknown 9003

Note : Depending on installer.properties, Managed server will differ from above screenshot.
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[} OBDXINS (Oracle Wet: X - X
&« (¢] |® mum00bzt:3001 /em/faces/as-weblogic-webLogicServerHome?type=weblogic_j2eeserverditarget=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST%2FOBDX_INS1 T 1}| o :
ORACLE Enterprise Manager Fusion Middieware Control 12¢ Weblogic Domain = weslogic ¥ -+
¥ 0BDX_INS1 © Tuv Edv |AuoRefresh OF v

E:, WebLogic Server v Start Up Shut Down

20l 23, 2017 11:47:45 M uTC 4)
@ Information

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes licati startup and classes, as well as changes to the system classpath.

Apply JRF Template

@ Information ]

‘Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edi

in the Change Center menu.

Monitoring -
General Response and Load
Metrics are unavailable. Apply Version 122120
the JRF Template.
State  Shutdown
Server Type  Configured
Deployments Cluster InstallerTest
» CPU Usage (%) Unavailable

7 Down
Heap Usage (MB} Unavailable

Java Vendor - Unavailable 1L33AM 1135 1137 1139 b4l 1143 1145 1147
July 232017
Most Requested Java Version  Unavailable < 4

I Request Processing Time (ms) [l Requests (per minute)

e Click on “Lock and Edit” option (as shown in screenshot).

[ OBDX_INS1(Qracle Wet X - x

& C ‘@ mumO00bzt:8001/em/faces/as-weblogic-webLogicServerHome?type=weblogic_j2eeserverlitarget=%2FDomain_OBDX_INS_TEST%2FOBDX_INS_TEST%2FOBDX_INS1 b 1}‘ o :

ORACLE’ Enterprise Manager Fusion Middleware Control 12¢

‘WebLaglc Domain v weblogic v LD

= & OBDX_INS1 © m B4 v | Auto Refresh Off v
—
[ WebLogic Server v Start Up Shut Down Edil Sessions jutc 0
@ Information Lock & Edit
Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can able
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes icati ploy , startup and classes, as well as chan
& Resolve Conflicts
Apply JRF Template
e Configuration
@ Information =
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit" in the Change Center menu. Activate Char
Undo All Changes
Monitoring e | -
eneral Response and Load View Restart Checklist
Metrics are unavailable. Apply Version 122120 Preferences
the JRF Template.
State  Shuidown Help
Server Type Configured
Deployments Cluster InstallerTest
» CPU Usage (%) Unavailable
7 Down
Heap Usage (MB) Unavailable
Java Vendor - Unavallable ILMAM 1136 1638 1640 1642 1L 1L46 1148
July 23 2017
Most Requested Java Version  Unavailable 1 v
I Request Processing Time (ms) [l Requests (per minute)
W L™ e
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You will see below screen stating the edit session confirmation

[3 OBDX_INST (Oracle Web X

X
& C | ® mum00bzt:8001/em/faces/as-weblogic-webLogicServerHome?type=weblogic j2eeserver&target=%2FDomain_OBDX_INS TEST%2FOBDX_INS_TEST%2FOBDX_INS1 T4 0 :
ORACLE Enterprise Manager Fusion Middleware Control 12¢ eblLogic Domain v | weblogic ¥ o

¥ 0BDX_INS1 0

B v EAv |AuoReiesh OF v

FE WebLogic Server v Start Up Shut Down Jul 23, 2017 11:47:46 AM UTC 0
@ Confirmation ®
The edit session lock has been acquired. No pending changes exist.
© Information
Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
these features. The cluster must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.
Apply JRF Template
Monitorin .
9 General

Response and Load

Metrics are unavailable. Apply Version 122120
the JRF Template.

State  Shutdown

Server Type Configured

Deployments

Cluster InstallerTest

» CPU Usage (%) Unavailable
7 Down
Heap Usage (MB) Unavailable
Java Vendor  Unavailable 135AM 1037 1533 IL41 1143 1145 L4714
Tuly 23 2017
Most Requested Java Version  Unavailable 0 -
v

M Request Processing Time (ms) [l Requests (per minute)

e  Click on “Apply JRF Template” option (as shown in screenshot).

ORACI—E'Emerprise Manager Fusion Middleware Conirol 12¢

WebLogic Domain v weblogic ¥

= ¥ OBDX_INS1 O B v v | AutoRefresn Off
FEI WebLogic Server v Start Up Shut Down Jul 23, 2017 11:47:46 AM UTC
@ Confirmation

The edit session lock has been acquired. No pending changes exist.

@ Information

Key Enterprise Manager features such as monitoring, security and logging are not available because the Java Required Files (JRF) template has not been applied to the cluster. You can apply the JRF template now to enable
must be restarted for this operation to complete. Note that the JRF template includes application deployments, startup and shutdown classes, as well as changes to the system classpath.

Apply JRF Template

Monitoring
General Respense and Load

Metrics are unavailable. Apply Version 122120
the JRF Template.

State  Shutdown

Server Type Configured

Deployments Cluster InstallerTest
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Is JRF successfully applied, you will get below Confirmation.

I:- ¥ OBDX_INS1 © S v v |AdvoRefresh Of v
=

FE WebLogic Server v Start Up Shut Down Jul 23, 2017 11:50:53 AM UTC 0

& Confirmation ]
The JRF Template has been successfully applied to cluster InstallerTest. The changes are pending activation. Use the Activate Changes menu item in Change Center to activate the pending changes.

After activation, the cluster must be restarted for this operation to complete. Some information provided by the JRF template may not be inmediately available. Use the Enterprise Manager Refresh button (next to the Page
Refreshed timestamp) to display the most recent information.

e Click on “Activates Changes” option (as shown in screenshot).

[ OBDX INST ({Oracle Web X
&« (= (DmumUObzt:&Oﬂ,f'emff;:es;’as—'oreblog\c—web_:ngcSer‘:e\Home?type:w‘;‘eb\og\cJZeesewer&:zr’get:E'c'J_FDcme|n_03D)\_\!\S_TEST%&FDBDX_\NS_TEST“::’:ZFOED)&_INM T 0

ORACLE’ Enterprise Manager Fusion Middieware Conirol 12¢

‘ebLogic Domain ¥ weblogic ¥ waa]

¥ 0BDX_INS1 © ER] =~ |sworeren or
FE WebLogic Server w Start Up Shut Down Edit Sessions lutc 0
. I
& Confirmation & Edit ]

The JRF Template has been successfully applied to cluster InstallerTest. The changes are pending activation. Use the Activate Changes menu item in Change Center to activate the pen View Change List

After activation, the cluster must be restarted for this operation to complete. Some information provided by the JRF template may not be immediately available. Use the Enterprise Manz

age
Refreshed timestamp) to display the most recent infermation.
Monitorin, -
9 General Response and Load Activate Changes
Undo All Changes
Version 122120
View Restart Checklist
Metrics Unavailable State  Shutdown
Preferences
Server Type Configured
Help
Deployments Cluster InstallerTest
» CPU Usage (%) Unavailable
7 Down
Heap Usage (MB) Unavailable
Java Vendor - Unavaizble W7AM 1133 141 43 Lu4s 1647 148 LS
July 232017
Most Requested Java Version  Unavailable 4 »
W Request Processing Time (ms) |l Requests (per minute)
P serviets and JSPs Table View
Requests Processed

. . . EJBs
v Active Sessions Unavailable
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Post activation you will receive below Confirmation.

[} OBDXINS1 (Oracle Wek X - X
&« C | @ mum00bzt:3001/em/fa eblogic-webL erHome?type=we get= . T u
ORACLE Enterprise Manager Fusion Middleware Control 12¢ fiebLogic Domain weblogic
{ OBDX_INS1 © B4 Auto Refresh  Off v
F WebLogic Server Start Up Shut Down Jul 23, 2017 11:52:44 AM UTC
& Confirmation 3
All changes have been activated. The edit session lock has been released.
€ Information ]
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit" in the Change Center menu.
Monitoring
General Response and Load
Version 122120
Metrics Unavailable State  Shutdown
Server Type Configured
Deployments Cluster InstallerTest
CPU Usage (%) Unavailable
7 Down
Heap Usage (MB) Unavailable
Java Vendor  Unavailable M 1140 11:42 11:44 11:46 11:48 11:50 11:52
232017
Most Requested Java Version Unavailable 3 v
M Request Pracessing Time (ms) Requests (per minute)
Servlets and JSPs Table View
M EJBs M

OBAPIs Application logging

To enable OBAPIs activation logging make below change to logging.xml present at
${domain.home}/config/fmwconfig/servers/${ManagedServer}.

@ @obdywls:~/Oracle/Middleware/Oracle_Home/user_projects/domains/obdx_domain/config/fmwconfig/servers/obdx_server! - O X

Open logging.xml and make a new entry under <log_handlers> tag using below code template:
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<log_handler name='obapis-handler' level='<LOGLEVEL>'
class='oracle.core.ojdl.logging.ODLHandlerFactory'>

<property name="path' value='<path for OBAPIs log>/<OBAPIs log filename>' />
<property name="maxFileSize' value='<The maximum size in bytes for each log file>' />
<property name='maxLogSize' value='<The maximum size in bytes for the entire log>' />
<property name='encoding' value='<encoding>' />

<property name='useThreadName' value='true' />

<property hame='supplementalAttributes' value="<supplementalAttributes>' />

</log_handler>

Below is a sample implementation for log_handlers file.

<log_handler name='obapis-handler' level='ERROR' class='oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name="path’' value='${domain.home}/servers/${weblogic.Name}/logs/obapis.log' />
<property nhame='maxFileSize' value='10485760' />
<property name="maxLogSize' value='104857600" />
<property name="encoding' value="UTF-8' />
<property name="useThreadName' value="true' />

<property name="supplementalAttributes'
value='J2EE_APP.name, J2EE_MODULE.name,WEBSERVICE.name,WEBSERVICE_PORT.name,compos
ite_instance_id,component_instance_id,composite_name,component_name' />

</log_handler>

&P @obdwls:~/domain/OBDX_INS_TEST/config/fmwconfig/servers/ OBDX_INST - m] X

UTE-8' 2>

<log_handler name='ofss-handler' level="ERROR' class='oracle.core.ojdl.logging.ODLHandlerFactory'>
<property name='path' value='${domain.home}/servers/${weblogic.Name}/logs/obdx.log' />
<property name='maxFileSize' value='10485760' />
<property name='maxLogSize' value='104857600' />
<property name='encoding' value='UTF-8' />
<property name='useThreadName' value='true' />
<propertyname='supplementalAttributes' value='J2EE_APP.name, J2EE_MODULE.name, WEBSERVICE .name, WEBSERVICE_PORT.name, composite_instance_id, component
instance_id, composite_name,component name' />
</log handler>

Add loggers under <loggers> tag using below template:

<logger name='com.ofss' level='ERROR' useParentHandlers="false'>
<handler name='obapis-handler' />

</logger>

<logger name="#BANKCODE#.com.ofss' leve|="lERROR' useParentHandlers='false'>
<handler name='obapis-handler' />
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</logger>

Note: Replace the #BANKCODE# with bank code.

Below is a sample implementation for loggers file

<logger name='com.ofss' level='ERROR' useParentHandlers="false'>
<handler name='obapis-handler' />
</logger>
<logger name='000.com.ofss' level='ERROR' useParentHandlers="false'>
<handler name='obapis-handler' />

</logger>

@ @obdiwls:~/domain/OBDX_INS_TEST/config/fmweenfig/servers/OBDX_INS1 — [m] X

logger name='com.ofss' level='ERROR' useParentHandlers='false'>
<handler name='ofss-handler' />

</logger>

<logger name='000.com.ofss' level='ERROR' useParentHandlers='false'>
<handler name='ofss-handler' />

/1o

Eclipselink logging

To modify eclipselink logging make changes in <INSTALLATION_ HOME>\config\META-
INF\persistence.xml using below link :

https://wiki.eclipse.org/EclipseLink/Examples/JPA/Logging

@' Dobdwwls: - obdw configMETA-INF 0 *
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2P @obds

febdx/config/META-INF - a X

Change logging level during runtime
To change OBAPIs application logging level at runtime (when OBAPIs application is up and running) do following
steps.

To do this, ensure that the Admin Server is running. Login to the EM (Enterprise Manager) Console using the
following URL:

http://<hostname>:<admin port>/em

Note: EM console would be available on same hostname and port which was used for Weblogic Admin
Console for OBAPIs domain (created via installer), just replace the “/console” with “/em”.
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/ [ Signin - Oracle Enterpric X |
.
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& (& ‘O Not secure \ mum00bzt:8001/em/faces/targetauth/emasLogin?target=/Domain_OBDX_INS_TEST/OBDX_INS_TEST&type=weblogic_domain&FromContextInitFilter=true 1}| o :

Domain Domain_QOBDX_INS_TEST
* User Name
* password

(] Login to Partition

e  Click on obapis-server

Note : Depending on installer.properties, Managed server will differ from above screenshot.

< C | © TSR faces/as- weblogic-webLogicDomainHome?type=weblogic_domaingitarget=/Domain_base_domain/base_domain

ORACLE Enterprise Manager Fusion Middieware Control 12¢.

wm base_domain ©
b=

@ Information
Certain functionality on this page is available only when you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Administration Server
» Name AdminServer
Host  obdx weblogic.docker

Listen Port 7001

Clusters

Servers
» View v Create Delete Control v Ey
Clusters
Name Status  Cluster
AdminServer(admin) 1
Deployments
Ploy abdserver 1

. Su g

Domain Partitions
Domain Partitions )

Resource Group Templates
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Machine State Health
Running Failed
Machine1 Running Failed
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e InWeblogic Domain menu click on Logs -> Logs Configurations

& Edipselink/Ex- X | [} OracleWeblo: X | {0 CrossReferenc X | [} Oracle Weblo: X ofss31037%in X | [OBDX-T3]Rs X /[ obdwsever( X | G viediorundo X '\ & Overvew-Zic X | [} mumlsozin: X | G Changelangu: X | G weblogiceme X - a x

& @ @ ofss3108387! # 0 0 H
ORACLE Enterprise Manager Fusion Widdeware Coriral 12
P g

Weblogic Doman v weplogic v ==

w1 obdx-server @ tv Ev |AoRdesh 0F v
' Weblogic Semver v Start Up Shut Down 2ul4, 2017 92627 uTC 4)
@nfc  Home
o o /a0 you om the et session lock. To obiain the lock, click "Lock and Edit”n the Change Center menu.
Monit  Diagnostics v -
Response and Load
Control »
Reaqu Up Since  Jul 3. 2017 120713 PM -
Logs b ViewLogMessages s
Deplogments Log Configursfion Version 122100 s
’ 04
——  JDBCData Sources State Running b
Deplc  wessaging » [RE— o 10
Wb Senvices e
Server Type  Administition Server e
Giner Senvices » s
CPU Usage %) i}
Adminisrztion » o2
5656 —
‘System MBean Browser feap Usage (MB) 55655 s 0929 [ 192 =)
MOSt 2 webLogic Server Admnistraton Consle JavaVendor  Cracle Corporation g o
Request Processing Time (ms) [ Requests (per
Targe! Stemap Java Version 180_101 mre ¢ e
. Tate View
Target Information -
serviersana JSPs o
BeansinUse 0
Active Sessions ansbse
Bean A wte) 0,00
Request Processing Tme (ms) 0 an Arcesses [per minute)
Reauests per minue) 050 Bean Access Successes (%) 0.00
Bean Transaction Commits (per minute) 000
Work Manager
Bean Transaction Rollbacks (per minute) 000
Requests (per minite) 56005
Bean Transaction Timeouts (per minute) (.00
Pending Requests 1 _
Bean Transaction Commits (%) 000
JDBC and JTA Usage
aus
Open JDEC Connections 0
S Servers 1
JDBC Connection Creates per minute) .05 .

Pending Messaoes 0

e  Select the logger and change the logging level and then click on apply.
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&« C' | ® ofss310838:7001/em/faces/as/logcfg/logConfig?type=weblogic_j2

ORACLE Enterprise Manager Fusion Middleware Control 12¢

%2Fbase_domain%%2Fobdx-server

- 4" obdx-server @
t- FD WeblLogic Server v Start Up Shut Down

iDomain_base_domain/base_domain/obdx-server =

View Runtime Loggers v

Search  All Categories A -C,\

Oracle Diagnostic Logging

Logger Name Level [Java Level) Log File Persistent Log Level State

4 Root Logger ERROR:1 (SEVERE) v ofss-handler ERROR:1
» 000 ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler
4 08 ERROR:1 (SEVERE) [Inherited fi ¥ ofss-handler

p 08.com.ofss ERROR:1 (SEVERE) v ofss-handler ERROR:1
ExampleApplication:Encoder ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
LifeCycle ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
Security ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
ServiceLoader ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
p com ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
global ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
b io ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
b javax ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
b jersey ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler
»jmxfmw ERROR:1 (SEVERE) [Inherited fi ¥  ofss-handler

b oracle MOTIFICATIOM:1 (INFO) ¥ ofss-handler MOTIFICATION:1

b oorg ERROR:1 (SEVERE) [Inherited fi ¥ = ofss-handler

Note : Logger name should be defined in logging.xml.

Universal Banking Solution (OBAPIs_with UBS)

If during installer execution Universal Banking Solution (OBAPIs with UBS) is selected, then below steps
needs to be done manually.

Foreign Server

e Login into Weblogic Admin console (OBAPIs domain created using installer) and Browse to
Summary of JIMS Modules > UBSSystemModule (as shown below)
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Home =Summary of JM5 Modules >UBSSystemModule »Summary of JMS Modules > UBSSystemModule >Summary of JMS Modules
Summary of JMS Modules

JMS system resources are configured and stored as modules similar to standard Java EE modules. Such resources indude queues, topics, connection factories, templates, destination keys, quota, distributed queues, distributed topics, foreign servers, and JMS s
configure and manage JMS system modules as global system resources.

This page summarizes the JMS system modules that have been created for this domain.

[ Customize this table

JMS Modules
Click the Lack & Edit button in the Change Center to activate all the buttons on this page.

New | |Delete

Name &% Type Scope Domain Partitions
AsyncFailureLogIMS IMSSystemResource Global
AuditiMg JMSSystemResource Global
FileUploadIMs IMSSystemResource Global
ReportsIMSModule IMSSystemResource Global
uBsSystemiMadule IMSSystemResource Global
New | | Delste

Home »Summary of JMS Modules »UBSSystemModule =Summary of JMS Modules >UBSSystemModule = Summary of JMS Modules > UBSSystemModule
Settings for UBSSystemModule
Configuration | Subdeployments | Targets | Security | Notes
This page displays general information about a JMS system module and its resources. It also allowis you to configure new resources and access existing resources,

The name of this M5 system module. More Info...

Name: UBSSystemModule
Scope: Glabal Specifies if the JMS system module is accessible within the domain, a pi
Descriptor File Name: jms/ubssystemmodule-jms.xml The name of the IMS module descriptor file. More Info...

This page summarizes the JMS resources that have been created for this JMS system module, including queue and topic destinations, connection factories, JMS templates, destination sort keys, destination quota, distributed destinations, foreign servers, and store-zand-for

[ Customize this table

Summary of Resources

Click the Lock & Edit button in the Change Center to activate all the buttons on this page.

New | |Delete
Name Type JNDI Name Subdeployment
UBSForeignServer Foreign Server N/A UBSSubdeployment
New | | Delete
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e  Click on UBSForeignServer

Home =Summary of JM5 Modules =UBSSystemModule =Summary of M5 Modules =UBSSystemModule >Summary of IM5 Modules =UBSSystemModule =UBSForeignServer

Settings for UBSForeignServer

Configuration | Subdeployment | Notes

General | Destinations | Connection Factories

Click the Lock & Edlitbutton in the Change Center to modify the settings on this page.

Save

Post Installation Steps

A foreign server represents a JNDT provider that resides outside a WebLogic Server. Tt contains information that allows WebLogic Server to reach the remate JNDT provider. This way, a number of connection factory and

fareign server.

(E] Name:

JNDI Ini

(5] INDI Connection URL:

JINDI Properties Credential:

Confirm JNDI Properties Credential:

JNDI Properties:

java.naming.security.

al Context Factory:

UBSForeignServer

principal=infra

(5] Default Targeting Enabled

Save

. Click on Lock & Edit

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Loek & Editbuttan to modify, add or
delete items in this domain

@ Home Log Out Preference

ord Help Q

Home >Summary of JMS Modules.

weblogic.jndi. WLInitialConte:

ule >Summary of JMS Modh

Settings for UBSForeignserver

Lock & Edit

Release Configuration

Domain Structure
BDX_IN_TEST
-Domain Paritions
T-Environment
~Deployments
-senices
~Security Realms
- Interoperabitty
-Diagnostics

How do L. =
« Create foreign connection factories

« Create foreign destinations

System Status a
Health of Running Servers as of 3:13 PM

Failed (0)

[ waming(0)
I ok (1)

Installation Guide

[ Notes

General | Destinations | Connection Factories

Click the Lock & Editbutton in the Change Center to modify the settings on this page.

Save

The name of this for

The name of the cla
the vendor that are

The URL that Weblc
being used. For Wet
Info...

Any Credentials that
the constructor for t
the Properties field 1

Any additional prope
INDI provider's Initi

Specifies whether th
mechanism. More

Welcor

A forsign server reprasents a INDI providar that resides outside 3 WebLogic Server. It contains information that allows WebLogic Server to reach the remote INDI provider. This way, 2 number of connaction factory and destination objects (queuss or topics) can be defined on one JNC

faraign server.

45 Name: UBSForeignsServer

INDI Initial Context Factory:

5] INDI Connection URL:

INDI Properties Credential:

Confirm JNDI Properties Credential:

INDI Properties:
java.naming.security. principal=infra

] Default Targeting Enabled

Save

weblogic jndi WLInitial Conte:

13://10.184.135.59:7860)

The name of this foreign server. More Info...

The name of the class that must be instantiated to access the JNDI provider. This da
the vendor that are being used. More Info.

The URL that WebLogic Server will use to contact the JNDI provider, The syntax of t
being used. For WebLogic M, leave this field blank f you are referencing WebLogic
Info...

Any Credentials that must be set for the JNDI provider. These Credentials will be part
the constructor for the INDI providers InitialContext class. Note: For secure credenti
the Properties field results in the credential being stored and displayed as originally

Any additional properties that must be set for the JNDI provider, These properties i
INDI provider's InitialContext class.  More Info.

Specifies whether this JMS resource defaults to the parent module’s targeting or uses
mechanism. ~ More In
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http://mum00bzt:8001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration-page&_pageLabel=DispatcherPage&DispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3DUBSForeignServer%2CType%3Dweblogic.j2ee.descriptor.wl.ForeignServerBean%2CParent%3D%5BOBDX_INS_TEST%5D%2FJMSSystemResources%5BUBSSystemModule%5D%2CPath%3DJMSResource%5BUBSSystemModule%5D%2FForeignServers%5BUBSForeignServer%5D%22%29
http://mum00bzt:8001/console/console.portal?_nfpb=true&DispatcherPortletperspective=configuration-page&_pageLabel=DispatcherPage&DispatcherPortlethandle=com.bea.console.handles.JMXHandle%28%22com.bea%3AName%3DUBSForeignServer%2CType%3Dweblogic.j2ee.descriptor.wl.ForeignServerBean%2CParent%3D%5BOBDX_INS_TEST%5D%2FJMSSystemResources%5BUBSSystemModule%5D%2CPath%3DJMSResource%5BUBSSystemModule%5D%2FForeignServers%5BUBSForeignServer%5D%22%29

Change Center
View changes and restarts

No pending changes exist. dlick the Release
Canfiquration button to allow others to edit the
jomain,
Lock & Edil

Release Configuration

Domain Structure
BDX_INS_TEST

~Domain Parttions
-Environment
I~Deployments

“Sen
s
- Interoperability
- Diagnostics

Howdo ... El

+ Create foreign connection factories

« Create foreign destinations

System Status 8
Health of Running Servers as of 3:13 PH

Failed (0)

citieal (0)

Overloaded (0)

Warning (0)
I

@ Home Log Out Preferences [& Record Help Q

Home »Summary of JMS Modules »UBSSystemMocule »Summary of JMS Moduies »UBSSystemMocule »Summary of JMS Moduies »UBSSystemMocule »UBSForeignServer
Settings for UBSForeignServer
Configuration | Subdeployment | Notes

General | Destnations | Connection Factories

save

Post Installation Steps

Welcome, weblogi

Aforeign server represents a INDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the remote JNDI provider. This way, a number of connection factory and destination objects (queues or topics) can be defined on ane INDI directory. |

foreign server.
&5 Name: UBSForeignserver
INDI Initial Context Factory:

weblogic jndi WLInitialConte:

(] INDI Connection URL: 3://10.184.135 59:7860/

INDI Properties Credential:

Confirm INDI Properties Credential:

INDI Properties:
java.naming. security.principal=infra

] Default Targeting Enabled

Save

Set below configurations with:

JNDI

Connection

URL - UBS HOST Weblogic

t3 URL for Managed server

“The name of this foreign server. More Info.

“The name of the class that must be instantiated to access the JNDI provider. This cass name dep
the vendor that are being used. More Info...

“The URL that WebLogic Server will use to contact the JNDI provider. The syntax of this URL deper
being used. For WebLogic JMS, leave this field blank if you are referencing WebLogic JMS objects
Infou.

Any Credentials that must be set for the JNDI provider. Thes
the constructor for the JNDI provider's Inital Context dlas:
the Properties field results in the credential being stored

Credentials will be part of the prope
For secure credential manageme
displayed as originally entered Mor

any additional properties that must be set for the JNDI provider. These properties vl be passed (
INDI provider's InitialContext class. More Info.

Specifies whether this JMS resource defaults to the parent module’s targeting or uses the subdepl
mechanism. _Hore Info.

(where

NOTIFY_DEST_QUEUE and NOTIFY_DEST_QUEUE_FCDB are mapped)

JNDI Properties Credential — Password for username set in JNDI properties

Confirm JNDI Properties Credential — Confirm password for username set in JNDI properties

JNDI Properties — Value to be set as “java.naming.security.principal=<username>", where
username is the login user of UBS Weblogic Admin Console (user which created the primary local
queues for UBS).

. Click on Save

Settings for UBSForeignServer

Configuration | Subdeployment | Notes

General | Destinations | Connection Factories

Save

A foreign server represents a INDI provider that resides outside a WebLogic Server. Tt contains information that allowis WebLogic Server to reach the remote JNDI provider. This way, a number of connection factory and destination objects (queues or topics) can be defined on one INC

foreign server.

] Name:

INDI Initial Context Factory:

E] INDI Connection URL:

INDI Properties Credential:

Confirm JNDI Properties Credential:

INDI Properties:

UBSFareignServer

weblogic jndi WLInitialConte:

13:/10.184.135.59:7860/

jova.naming.security.principsl=infra

] Default Targeting Enabled

Installation Guide

The name of this foreign server. More Info...

The name of the class that must be instantiated to access the INDI provider. This cla
the vendor that are being used. More Info...

The URL that WebLogic Server will use to contact the INDI provider. The syntax of th
being used. For WebLogic JMS, |eave this field blank if you are referencing WebLogic
Info...

Any Credentials that must be set for the JNDI provider. Thes:
the constructor for the INDI provider's InitialContext

the Properties field results in the credential being store:

e: For secure credenti
displayed 3 originally &

Any additional properties that must be set for the JNDI provider. These properties wil
INDI provider's InitialContext class. More Info...

Specifies whether this JMS resource defaults to the parent module’s targeting or uses
mechanism. More Info...
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Home »Summary of JMS Modules »UBSSystemiodule »Summary of JMS Modules »>UBSSystemModule >Summary of JMS Modules

Messages

& Settings updated successfully.

Settings for UBSForeignServer

Configuration | Subdeployment | Notes

General Destinations ~ Connection Factories

Ui

Post Installation Steps

=NOTIFY_DEST_QUEUE_FCDE »UBSForeignServer

Save

A foreign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the remote JNDI provider. This way, a number of connection factory and destination objects (queues or topics) can be defir
foreign server.

45 Name:

JNDI Initial Context Factory:

| INDI Connection URL:

JNDI Properties Credential:

Confirm JNDI Properties Credential:

JNDI Properties:

UBSForeignserver

weblog

3://110.184.135.59:7860/

Java.naming.security.principal=infra

|| £F] Default Targeting Enabled

Save

e Click on Activate Changes

[ Settings

< [¢] \@ Not secure | mum00bzt:8001/console/console.portal?_nfpb=true&l_pageLs

for UBSForeign® X

jndi WLinitialConte:

The name of this foreign server. More Info...

The name of the class that must be instantiated to access the INDI pr
the vendor that arc being used.  More Info...

The URL that WebLogic Server will use to contact the JNDI provider. T
being used. For WebLogic IMS, leave this field blank f you are referen
Info,

Any Credentials that must be set for the JNDI provider. These Credent
the constructor for the JNDI provider’s InitialContext class. Note: For &
the Properties field results in the cradential being stored and displayec

Any additional properties that must be set for the JNDI provider. Thes
INDI provider's InitialContext class.  More Info...

Specifies whether this JMS resource defaults to the parent module’s ta
mechanism.  More Info...

IMSServerconfigGy

g le=com.bea.console handles JMXHandle%28"com bea%3ANamed%3 DUBSForeignServer%2CTyped3Dweblogic.j2ee descriptor.

ORACLE' webLogic Server Administration Console 12¢

Change Center

View changes

Pending changes exist. They must be activated
t

and restarts

Undo All Changes

@ Home LogOut Preferences

Record Help

Home >Summary of JMS Modules of s

welcom

Messages

o Settings updated successfully.
‘Settings for UBSForeignServer

e i Notes

Domain Structure

Environment

urity Real
Interoperabil
Diagnstics.

Howdo ..

BOX_INS_TEST
~Domain Partitions

ity

+ Creste forsign connection factories

- Creste forsign

System Status

destinations

Health of Running Servers as of 3:20 PH

[ RO
[ citicl(@
[ Ovedoaded ()
[ waming (0)
I 0K (1)

Installation Guide

General | Destinations | Connection Factories

Save

>Summary of JMS Modulas

*_DEST_QUELE_FCDB >UBSForeignSarver

A foreign server represents a INDI provider that resides outside a WebLogic Server. It contains information that allovs WebLogic Server to reach the remote JNDI provider. This way, a number of connection factory and destination objects (queues or topics) can be defined on one JNDI

Foreign server.

4] Name:

INDI Initial Context Factory:

4] INDI Connection URL:

INDT Properties Creder

Confirm INDI Properties Credential:

INDI Propertie:
java.naming.security.principal=infra

] 4] Default Targeting Enabled

save

UBSForeignServer

weblogic jndi WL nitialConte:

13:/10.184.135.59.7860/

‘The name of this foreign server. More Info...

“The name of the class that must be instantiated to access the INDI provider. This dass
the vendor that are being used. More Info...

The URL that WebLogic Server will use to contact the JNDI provider. The syntax of this
being used. For WebLogic JMS, leave this field blank if you are referencing WebLogic J
Info..

Any Credentials that must be set for the JNDI provider. These Credentials will be part ¢
the constructor for the JNDI provider's InitialContext class. Note: For secure credential
the Properties field results in the cradential being stored and displayed as originally ent

‘Any additional properties that must be set for the JNDI provider, These properties vl
JNDI proviger's IniialContexct dass. ~ More Info..

Specifies whether this JS resource defaults to the parent module’s targeting or uses t
anism.  ore Info...
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[ settings for UBSForeign

< C | @ Not secure

mumO00bzt:800

Post Installation Steps

‘console/con

ORACLE WeblLogic Server Administration Censele 12¢

Change Center

View changes and restarts
Click tha Losk & Edit button to modify, add or

delete items in this domain.

Lock & Edit

Release Configuration

@ Home Log Out Preferences Help a,

Home >Summary of JMS Madules >UBSSystemModule >Summary of JMS Modules >UBSSystemModule > Summary of IMS Modules =UBSSystemModule >UBSForeignServer »Canfigurabon >NOTIFY_DEST_QUEUE_FCDI
Messages

o All changes have been activated. No restarts are necessary.
Settings for UBSForeignServer

c i Notes

Domain Structure

QBDX_INS_TEST
omain Partitions

vironment
eployments

nteroperability
Diagnestics

How do ...

= Create foreign connection factories

« Creste foreign destinations

System Status

Health of Running Servers as of 3:22 PM

[ Warning (0)

I ok (1)

General | Destinations | Connection Factories

Click the Lock & Edit button in the Change Center to modify the settings on this page.

Save

A foreign server represents a JNDI provider that resides outside a WebLogic Server. It contains information that allows WebLogic Server to reach the remote INDI provider. This way, a number of cal
forsign server.

#E] Name: UBSForeignserver

INDI Initial Context Factory: weblagic

WLInitialConte:

5] INDI Connection URL:

JNDI Properties Credential: |

Confirm JNDI Properties Credential: | Liiieeeeees

JINDI Properties:
a.naming.security.principal-i

] Default Targeting Enabled

Save

Deployment of notification MDB application

Before deployment of obapis.externalsystem.ubs.notification.mdb.ear application, kindly perform below

steps:

e Open the obapis.externalsystem.ubs.notification.mdb.ear (EAR file is available <OBAPIs

INSTALLER

DIR>/installables/app/components/ubs/deploy/obapis.externalsystem.ubs.notification.mdb.ear) using
any archiving tools (i.e.: 7-zip)

|| com.ofss.extsystemn.ubs.notification,jar

Size Packed Size Modified Created Accessed Attributes Encrypted Comment
3783283 3350626 2017-05-19 11:57 D drwacr-xr-x -
1660 862 2017-07-2111:29 D drvoer-xr-x -
481333 398219 2017-07-2111:29 -IW-F--r-= -

e Double click on com.ofss.extsystem.ubs.notification.jar

Name
fcom
META-INF

"l wsconfig.properties

Size Packed Size Maodified Created Accessed Attributes Encrypted Comment
1193325 381587 2017-07-21 11:27 D drwner-xr-x -
4543 1808 2017-07-2111:27 D drwner-xr-x -
1420 288 2017-07-2111:27 -rW-r--r-- -

e Open the wsconfig.properties to edit

Installation Guide
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Post Installation Steps

MName Size Packed Size
com 1193325 381 587
META-INF 4543 1808

1420 288

Open Enter
Open Inside Ctrl+PgDn
Open Qutside Shift+Enter
View F3
Edit F4
Rename F2
Copy To... F5
Move To., F&
Delete Del

Meodified Created Acce
2017-07-2111:27
2017-07-2111:27
2017-07-21 11:27

Mj wsconfig.properties - Notepad
Eile Edit Format View Help

AlertProcessorSenice senvice:AlertProcessorService
AlertProcessorSenice.namespace:http://host.senice. alerts. appx.digx.ofss.com/
AlertProcessorSenice.url:http://<OBDX_HOSTNAME_OR_IP>:<0BDX_WLS_MANAGED_PORT=>/obdx/AlertProcessorSerice?wsdl
AlertProcessorSenice.stubClass:com.ofss.digx.appx.alerts.senice.host. AletProcessorSenice
AlertProcessorSenice.endpointhame:AlertProcessorPort

AlertProcessorSenice. stubSenvice:com.ofss digx.appx.alerts.service host AlertProcessorSenvice
AlertProcessorSenice. proxyClassName:com.ofss.digx.appx.alerts.service_host HostAlertProcessor
AlertProcessorSenice timeOut:1200000

AlertProcessorSenice.targetUnit: OBDX_BU

FileProcessedNotifProcessarSenice senice:FileProcessedNotifProcessorSenice
FileProcessedNotifProcessorSenice.namespace:http:/fhost.senice fileupload. appx. digx.ofss.com/

FileProcessedNotifProcessorSenice. stubClass:com.ofss.digx.appx fileupload. service host.FileProcessedNotifProcessorSenice
FileProcessedNotifProcessorSenvice endpointName:FileProcessedMotificationProcessorPort
FileProcessedNotifProcessorSenice. stubSenice:com.ofss digx. appx fileupload. sevice.host. FileProcessedNotifProcessorSenice
FileProcessedNotifProcessorService.proxyClassName:com.ofss._digx_appx fileupload.semvice_host FileProcessedMotificationProcessor
FileProcessedNotifProcessorSenice timeOut: 1200000

FileProcessedNotifProcessorSenvice url-http://<0BDX_HOSTNAME_OR_IP=:<0BDX_WLS_MANAGED_PORT=/obdx/FileProcessedNotifProcessorService Pwsdl

e Change the URL for AlertProcessorService.url and FileProcessedNotifProcessorService.url (Note
the hostname and port should be of OBAPIs managed server created by installer)

Installation Guide
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Post Installation Steps

T witontig properties - Notepad - u} *
fle [dn Fgrmat Yew Help

AlertProcessorService.service:AlertProcessorService
AlertProcessuServlce namespace: htt //host service. alerts awx.al .ofss co-/

AlcrtPnocanorviu stub(lus co-.ofss dlgx appx. altrts smiu host. Alcrt?mcnsor&rvkc

AlertProcessorService. endpointiame: AlertProcessorPort

AlertProcessorService.stubService:com, ofss.digx.appx.alerts,service . host.AlertProcessorService
AlertProcessorService.proxyClassNase:com.of s5.digx. appx,alerts.service.host . MostAlertProcessor

AlertProcessorService. timeQut : 1200002

AlertProcessorService., targetUnit:080X_8U

FileProcessedNotifProcessorService, service:FileProcessediotifProcessorService
FileProcessedNotifProcessorService.namespace:http: //host.service. fileupload.appx.digx.ofss.com/
FileProcessedNotifProcessorService.url:http: //mun®Boon. in.oracle.com:9015/0bdx/FileProcessediotifProcessorService?wsdl
FileProcessedNotifProcessorService. stubllass:com.ofss.digx. appx. fileupload. service.host.FileProcessediotifProcessorService
FileProcessedNotifProcessorService, endpointName:FileProcessedNotificationProcessorPort
FileProcessedNotifProcessorService.stubService:com.ofss.digx.appx.fileupload. service.host, FileProcessediotifProcessorService
FileProcessedNotifProcessorService.proxyClasshame:com.ofss.digx.appx. fileupload. service. bost.FileProcessediiotificationProcessor
FlleProcessediotifProcessorService. tiseQut:1200000

T wiconfig.properties - Notepad - 0 X
file fst Foemat Yoow Help

AlertProcessorService.service:AlertProcessorService
AlertProcessorService.namespace:http: //host. service. alerts. appx.digx.ofss.com/
AlertProcessorService.url:http://susdlacn. in,oracle. com: 9915 /obdx/AlertProcessorService ?wsdl
AlertProcessorService.stub(lass:com.ofss.digx.appx.alerts.service.host.AlertProcessorService
AlertProcessorService.endpointName : AlertProcessorPort
AlertProcessorService.stubService:com.ofss.digx.appx.alerts.service . host,.AlertProcessorService
AlertProcessorService.proxyClassName:com.ofss.digx.appx.alerts. service.host HostAlertProcessor
AlertProcessorService. timeOut : 1200000

AlertProcessorService, targetUnit: 080X _8U
FileProcessedotifProcessorService.service:FileProcessediotifProcessorService
FﬂeProcessedthProcossorServke namespace:ht .//host service, ﬂlwlm appx.digx,ofss. co-/

FiloProcessedbttfProcessorSarvlce stub(hss com. ofss dlp( appx. fnmload.sewlu.host FiloProcessedbttfProcessorSarvlce
FileProcessediotifProcessorService. endpointiame:FileProcessediotificationProcessorPort
FileProcessedlotifProcessorService.stubService:com.of ss.digx. appx. fileupload.service.host.FileProcessediotifProcessorService
FileProcessedotifProcessorService.proxyClassHame:com.of ss.digx. appx. fileupload. service.host. FileProcessedNotificationProcessor
FileProcessediotifProcessorService. timeQut 1200000

e Save changes.
e Click OK.
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Name Size Packed Size Modified Created Accessed Attributes Encrypted Comment
com 1193325 381587 2017-07-21 11:27 D drwer-xr-x -
META-INF 4543 1808 20M17-07-2111:27 D drwer-xr-x -
Qwsconﬁg‘propemes 1420 288 2017-07-21 11:27 -PW-T--T-- -
7-Zip X

File ‘wsconfig.properties’ was modified.
Do you want to update it in the archive?

Cancel

¢ Navigate back to obapis.externalsystem.ubs.notification.mdb.ear

Name Size Packed Size Modified Created Accessed Attributes Encrypted Comment
com 1193 325 381587 2017-07-21 11:27 D drwser-sr-x -
META-INF 4543 1808 2017-07-2111:27 D drwaer-xr-x

[H)wsconfig.properties 1420 288 2017-07-2111:27 .

e Click OK

Name Size Packed Size  Modified Created Accessed Attributes Encrypted Comment
com 1193325 381587 2017-07-2111:27 D drwr-xr-x -
META-INF 4543 1808 2017-07-2111:27 D drwer-xr-x -
1421 288 2017-07-2521:06 2017-07-2521:03  2017-07-25 21:03 A -
7-Zip x

File 'com.ofss.extsystem.ubs.notification jar' was modified.
Do you want to update it in the archive?
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Name Size Packed Size  Modified Created Accessed Attributes Encrypted Comment
:9??-\NF i 3783283 3350626 2017-05-19 11:57 D drwsr-xr-x -
META-INF 1660 862 2017-07-2111:29 D drwsr-xr-x -
| £/ com.ofss.extsystem.ubs.notification jar 431 369 398685 2017-07-2521:07 2017-07-2521:07 2017-07-25 21:07 A -
< >
0 object(s) selected

Deploy the updated obapis.externalsystem.ubs.notification.mdb.ear using below steps.

e Login into Weblogic Admin Console (OBAPIs domain created using installer) and navigate to
Deployments

[3 Summary of Deploymes X - 8 x
& & C ® mumi0bzt g eplo ont * 0
(Change Center &) Home Log Oct: Preference i Help q ‘Webcome, weblogic | Connected to- 0BDX_INS_TEST
View changes and restarts: B Summary of Deploymests
Cickihe Lack. e | Summary
detz fams i ths domain, -

Configuration | Contrl | Mositorn
Lock & Eait J
o Java EE apphcaions domain.
You can update [redeploy)or Glie s the.  the checkbax ner o the appikaSion name and thes using e corroks o tis page.

Toinstalla new applcation or module for deploymest o targess in this doman, dick Install.

| Customize this table
Deployments.
instal  Update Showing 1ta 10 of 69 Pravious | Next
+Deployments |,.,..E.~,.~. State. |nuun ‘rwe ‘Tigﬁs ‘m 'Demain Partitions Deployment Order
tzlﬂ.cl’.(! businessadior{1.0,12.2.1.1.0 Ative Library AdminServer Global
|f_a|ﬁ.c|=d!‘ﬂn'\= acve | ‘uhnr, adninsener | bl
it orade dominancbagel 10,122 ietve Ubrary MdninSever | Gobal
Hew | ‘ Eterprce dgplicon et | bl
New Enterprise Application InstalerTest Global 100
Aive |vlnx ‘r«mmm:rﬂ AdminServer | Global |1:-:
Hew Enterprise Aglication InstallerTest Global 100
Hew | ‘ Erterse Agplicaten msleTest | Gobal | m
System Status: B Eerroe Agplicabon e |Gebal m
e P 0 e |vlnx Wieb gplcaton adninsener | bl |s

instal | Update Showing 140 10 of 68 Previous | Mext

e Click Lock & Edit
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[} Sumemary of Deploymer: X | - s »
“« C | @ mum00bzt:8001/console/consale.portal?_nfpb=truel_pagelabel = AppDeploymentsControlPage « 0
ORACLE Weptop serer smessatn concos -
Change Center & rome Logout Prefavences B record nalp | a wielcome, weblogic | Goanected to: OBDX_INS_ T

P r— Homa 5 Semary of 5 Mockls > UBSSymummlod e »Seamenary of M5 Wil Sy umitadhie »UBSForegraver Conbguration »NOTEFY_DEST_QUELE_FCDB UBSForsgnsarves »Sumemary of Sarvess »Sumanaey of Deployments
Cuck the Lock & £t button to modify, add er Summary of Deployments
== — Configuration  Contsel  Manitoring
“Thi sage diplays the st of domain
Youaan or the domain by selectng the chackbax HEAT th the appiation NaM and then UGN the coatals on 1S 308
N To install 8 new application or madule for deployment to targets in this domain, chek Install
¥ Custamice this table
Deployments
Install | |Update | Delele Sheowing 1 to 10 of 63 Previows | Next
"startup and
L Dtrrvemts | Mame s State | Health [mg Torgets Scope | Domain Partitions Deployment Order

~Securky Realms g orade busmessediton(1.0,12.2.1.1.0) Acve Ubrary Admingerver lobal 100
- Interopesabiity
B Giagnestics - 0 | apyack oracledomain(1 0,122 1.1.0) Aetie = Adminkeves | Gobel 100

— 5 2 orace deman mebape (L0122 1.1.0) Atve wbrary admnsever | Giobal w0
= Tnstall an emterprise application B AudiHDBEAR New [Em«ag Application InstalleTest Global 100
+ Configure an enterprie spgication
® e . Hew rise Application
+ Update (redeploy] an enterprise applcation ahmm reeAdapder Fes ‘Enterprise Apphtatior InstallerTest Global 100
* Haeitor the modules of an enterpeise | (@ coherence-transsction-rar sctve  |# oK ‘wum adminserver | lobal 100

aspicetion
'+ Deplor E38 modules 5 com.ofas. dige s commestor Hew Emarprse sophesson inmsleTer | dobal 200
@ sl ek segicasen B [ com.afi g g service.rest Hew ‘ Enterprize Apphation InsleTest [ elobel 100
System Status a 5 pjcom.ofas dige spmservice soap Hew Enterprise Appliston InssleTe | Gobel 100
Hoakh of Ry Ceris a0 of 312 1 1 5 DH Applicstio (12.2..1.) sve | wor |wen sopiaten adminsever | Gobal s
I Failed (1)

T rtial () e [Dpdss) [Bess Shoning 110 10 of 63 Pravecus | hest
I Oveioaded

e Click on Install

/ Summary of Deploymer: X
ployt
p;

€ & C | @ mumb0bzt3001/console/console portal?_nfpb=truet_pageLabel=AppDeploymentsControlPage

ORACLE WebLogic Server Administration Censole 12¢ -

Change Center @ rome Log Qut references B Record e [ Q@

View changes and restarts Home >Summary of JMS Modules >UBSSystemModule >Summary of JMS Modules ige >NOTIFY_DEST_QUEUE_FCDB »UBSForeignServer >Summary of Servers >Summary of Deployments
Mo pending changes exist. Click the Release Summary of Deployments

Configuration button to allow others to edit the

domain. Configuration  Control  Menitoring

L Release | This page displays the list of Java EE applications and standalone application modules installed to this domain.
. You can update (redeploy) or delete installed applications and modules from the domain by selecting the checkbox next to the application name and then using the contrals on this page.

Domain Structure

~Resource Groups . To install a new application ar module for deployment to targets in this domain, dlick Install,

i--Resource Group Templates

= Machines

i~ Virtual Hosts [P Customize this table

{Virtual Targets

{-Work Managers Deployments

= Cancurrent Templates

~Resaurce Manzgement

- Startup and Shutdown Classes = |
- Deployments [ | name ¢ State Health Type Targets 1
~Senvices [ | apyad.orade. businesseditor{1.0,12.2.1.1.0) Active Library Adminserver (
~Security Realms

B-Interoperability [ | ipyadf.oracie.domain(1.0,12.2.1.1.0) Active Library AdminServer t
Diagnostics = =l - SR RLE RN -

e Click on Upload your file(s)

[ Install Application Assist: X

& - C | ® mumb0bzt001/console/console portal?_nfpb=true& pagelsbel=AppApplicationinstallPage

A B

Change Center ) Home Log Out Freferences [ Record Help ‘ | - Welcome, we
T of S Mchss of S Mochiss . DEST_QUELE FeDB =L Deploymants
No pending changes exist. Click the Release. Install Application Assistant
Configuration button to allow others to edit the
main. Next ‘ ‘ Cancel
Lock & Edit
Locate dej it to install and prepare for ment
Release Configuration ploymen prepa deploy
" Sclectthe file path that represents the application root directory, archive fle, exploded archive directory, or application module descriptor that you want toinstal. You can also enter the path of the application dirctory or file in the Path fied.
Domas Srechire Note: Only valid file paths are displayed below. If you cannot find your deployment fi nd/or confir that your application cantains the required deployment descriptors.
BDX_INS_TEST .
~Domain Partions path: [ in/OBDX_INS_TEST
Servers Recently Used Paths: (none)
-Custers Current Location: mum00bzt / home / devops / domain | OBDX_INS_TEST
~~Coherence Clusters =] bin
esource Groups
@source Group Templates (] common
tachines 3 confi
ettty O witinfo
~\irtual Targets
Wk Managers (3 orchestration
~-Concurrent Templates 5 orignal
Resaurce Mananement semvers

How doL... El stare

O sysmen

= Start and stop a deployed enterprise
application

« Configure an enterprise zpplication
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Click on Choose File

[ Install Application Assist X

&

ORACLE WebLogic Server Administration Gonsole 12¢

Change

View changes and restarts

Ne pending changes exdst. Click the Release
Configuration butten to allow others to edit the

(¢] ‘ ® mum00bzt:5001/console/consele.portal?AppApplicationinstallPortlet_actionOverride=/com/bea/console/actions/app/install/sel

@ Home Log Out Preference: Record Help

Center
Home > Summary of M5 Modules >UBSSystemModule > Summary of IMS Modules o

*NOTIFY_DEST_QUEUE_FCDE >UBSForeignServer >Summary of Servers >Summary of Deployments

Install Application Assistant

domain, Back| [Next ‘ Finish | GCancel
Lock & Edit
Upload a deployment to the Administration Server
Release Configuratian
——— Qlick the Browse button below to select an application or module on the machine from which you are currently browsing. When you have located the file, dlick the Next button to upload this deployment to the Administration Server.
BOY_INS_TEST - Deployment Archive:
}-Domain Partitions
Upload a deployment plan (this step is optional)
~Clusters
o Cluster A deplayment plan is a configuration which can supplement the descriptors included in the deployment archive. A deployment will work without a deployment plan, but you can also upload a deployment plan archive now, This deployment plan archive will |
erence Clusters related links for additional information about deployment plans.
~Resaurce Groups
~*Resource Group Templates iive:
- Deployment Plan Archive: Choose File | No file chosen
Machines
~-Virtuzl Hosts
--Virtual Targets Back| |Next ‘ Finish | Cancel
-Work Managers
--Concurrent Templates
--Resource. e
How do a8

[ Install Application Assis

@

ORACLE WebLogic Server Administration Console 12¢

Navigate to customized obapis.externalsystem.ubs.notification.mdb.ear and click Open

x

c \(D mMumO0bzt:8001/console/console.portal?AppApplicationlnstallPartlet_actionOverride=/com/bea/console/actions/app/install/selectUploadApp

Change Center I @ Home Log Qut Preferences [24] Record Help Welcome
viewed @ o o > UBSForaignSarver > Canfiguration »NOTIFY_DEST_QUEUE_FCDB >UBSForsignSarvar > Summary of Sarvers >Summary of Deploymants
pen
No pendi
Configura] & v A ||« Documents » New folder » ~ O] | Search Newfolder »r
domein
| Organize ~  Newfolder - m @
Lo Documents  ~  Name Date modified Type "
— 162 logs File folder you are currently browsing. When you have located the file, ciick the Next button to upload this deployment to the Administration Server.
buil new File folder o= B Mol ch
00se File | No file chosen
config.tar Queries File folder
Devart buildml XML Document
otsystems [ ewalletsso S50 File
24 B Lutest R - it . [Eployment rchive. & deployment illwork withaut  deployment plan, but you can lso pload a deployment lan arcive . This ceployment plan archive wil b a directory of configuraton in
stest Revision ocumen
final - -
5] Latest Revision_SEED.bt Text Document
Installer D :
nsiallertocy [ ObAccessClientaxm XML Document Choose File |No file chosen
Installer Forr| 5] obds.externalsystem.ubs.notification.md. EARFile
Mobajterm |2 ojelbetjar Executable Jar Filg
mum00boiin [E] PastHeadDB bt Text Document
New folder 5] PastHeadSEED. bt Text Document ¥
< >
How do o
File name: | obcextemalsystem.ubs.notfication.mdb.ca | |AllFiles -
» Startar
« Config
e Click Next
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/[ Install Application Assist- X \

& & € | ® mum00bzt8001 /console/console.portal?AppApplicationinstallPortlet_actionOverride=/com/bea/cansole/actions/app/install/selectUploadApp

ORACLE' webLogic Server Administration Console 12¢ _

Change Center @ rome Log Out Preferences Bl Record e [ ]|Q

View changes and restarts Home >Summary of JMS Modules > UBSSystemModule >Summary of JMS Madules igr »>NOTIFY_DEST_QUEUE_FCDE »UBSForeignServer >Summary of Servers >Summary of Deployments:
No pending changes exist, Click the Release Install Application Assistant
Configuration button to allow others to edi the
domain. Back| | Next | ‘ Cancel
Upload a deployment to the Administration Server
Release Configuration P P

Domain Structure Click the Browse button below to select an application or module on the machine from which you are cumrently browsing. When you have located the fie, ciick the Next button to upload this deployment to the Administration Server.
OBDX_INS_TEST - " . .
- Domain Deployment Archive: Choose File | obdx.externa...ion.mdb.ear
EEnvironment
| bservers Upload a deployment plan (this step is optional)

Clusters

Coherence Clusters A deployment plan is  configuration which can supplement the descriptors included in the deployment archive, A deployment vill work without a deployment plan, but you can also upload a deployment plan archive now. This deployment plan archive wil be 3 directo

related links for additional information about deployment plans.
Resource Groups

Deployment Plan Archive: Choose File | No file chosen
iachines
Virtual Targets Back. ‘ Cancel

e Click Next

[ Install Appication st X H- o

€ - C | ® mum00bzt30 AppApplicationinstalP % 0

ic fer Admi onsole 12¢
ORACLE ic Server Adninstation Conol 12
P 0 e g st Preences [ e e | Y Wiecome, weblogic Corvces t: OBDX IS
View changes and restarts Home >Summary of JM5 Moddes. 5 dule >Semmary of M5 Modides >Configurabon >NOTIFY_DEST_QUELE_FCDB >UBSForeignServer >Summary of Servers >Summary of Deployments

Messages
o pendng canges e, Cikthe Relese
Confguration buonto sl cthers o et the | The e s ben ulsded sccesculy (s,
domain.
Lock & Edit
Release Confguraion Bt [Neat |7t | Cancel

Domain Structure i ‘deployment

EONCINS_TEST = that irectory, archive e, exploded rchive direcy, or appication modele escriporthat you wark 0 nstal. You can lso eterthe pat o the appicaton drectory orfie inth Path ik,
E-Domain Partitions
Emironment Note: Oy vaid e paths are dislayed belot. I you cannot i your deployment e, Upoad your i) andjor confm that you applicaon cotains the reguied deployment escrtors.
—Seners
-Clusters path: in/0BDX_INS_TEST) i bs notfication mdb ear ubs notification mdb.ear
"f“l;“"“;‘“" Recently Used Paths: (sone)

B urce Groups:
- o G T Current Location: mum00kzt  home  devops | doman | OB0X_IHS_TEST ] severs ] AdminSener | upload | bd.extemalystemubssosfcaionmdbear | 99
-~ iachines o3 i

Vit Hosts s b S e

~Virbsal Targels
~Work Managers
—Concurrent Temglates
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e Select “Install this deployment as an application” and click Next

[ Install Application Assist: X

&< C | ® mum00bzt:8001/console/console.portal?AppApplicationinstallPortlet_actionOverride=/com/bea/consolefactions/appy/install/appSelected

ORACLE" webLogic Server Administration Consale 12¢

Change Center

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure
OBDX_INS_TEST -
omain Partitions
Et-Environment

~Servers

#- Clusters

~Coherence Clusters
i-Resource Groups

i Resource Group Templates
~Machines

~Virtual Hosts

~Virtual Targets

“Work Managers
~Concurrent Templates

i -Resource Mananement,

How do I... =]

« Start and stop 3 deployad enterprise
application

« Configure an enterprise application

« Creataa denlayment nlan

8} Home Log Out Preferences [&2] Record Help Q

Hame >Summary of JM5 Modules >UBSSystembodule >Summary of M5 Modules >UBSSystemModule >UBSForsignServer >Configuration >NOTIFY_DEST_QUEUE_FCDB »UBSForeignServer >Summary of Servers >Summary of Deployments

Install Application Assistant
|Back| |Next| | Finish | | Cancel|
Choose installation type and scope
Select if the deployment should be installed as an application or library. Also decide the scope of this deployment.
The application and its components wil be targeted to the same locations. This is the most common usage.
® Install this deployment as an application
‘Application libraries are deployments that are available for other deployments to share. Libraries should be available on all of the targets running their referencing applications.
Install this deployment as a library

Install this asan

but target th
Useful when one or more of the modules or components must have targets unique from the rest of the application.
Select a scope in which you want to install the deployment.

Scope: Global ¥

Back Finish | || Cancel

e Select Cluster as target and click Next

[ Install Application Assisi- X

& C | ® mum00bzt:8001/console/console.portal?AppApplicationinstallPortlet_actionOverride

‘com/bea/consale/actions/app/install/targetStyleSelected

ORACLE' WebLogic Server Administration Consale 12¢

Change Center
View changes and restarts
No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edi

Release Configuration

Domain Structure

OBDX_INS_TEST -
~Domain Partitions
El-Environment

~-Servers

- Clusters

~-Coherence Clusters
Resource Groups

Resource Group Templates
I~Machines

““Virtual Hosts

““Virtual Targets

Work Managers

ncurrent Templates

i__i-Besource

Howdo L.. =]

« Start and stop a deployed enterprise
application

Installation Guide

2} Home Log Out Preferences

Home > Summary of JMS Modules >UBSSystemModule >Summary of JMS Modules >UBSSystemModule > UESForeignServer > Configuration »NOTIFY_DEST_QUEUE_FCDE > UBSForsignServer > Summary of Servers »Summary of Deployments

Install Application Assistant
Back|  Next ‘F\msh |Cam:el

Select deployment targets
Select the servers andor clusters to which you want to daploy this application. (You can recanfigure deployment targets later).

Available targets for obdx. ubs mdb

Servers

AdminServer

Clusters

¥l InstallerTest
® All servers in the cluster
Part of the cluster
OBDX_INS1

Finish Cancel
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e Click Next

[ Install Application Assist: X

& c |® mum00bzt:6001/console/cansole.portal?’AppApplicationinstallPortlet_actionOverride=/com/bea/console/actions/app/install/applicationTargetsSelected
ORACLE’ WebLogic Server Administration Consele 12¢ -
Change Center &) Home Log Out Preferences [2] Record Help Q
View changes and restarts Home >Summary of JMS Modules >UBSSystemModule Summary of M5 Modules iy NOTIFY_DEST_QUEUE_FCDE = UBSForeignServer =Summary of Servers >Summary of Deployments.
Ho pending changes exist. Click the Release Install Application Assistant
Configuration buttan to allow others to edit the
domain. Back Finish | || Gancel
Lock & Edit
Optional Settings
Release Configuration
You can madify these settings or accept the defaults.
Domain Structure * Indicates required fields
QBDX_INS_TEST -
~Domain Partitions General
b
renment What da you want to name this deployment?
Servers
- Clusters .
~Coherence Clusters * Name: obdx externalsystem ubs notification.mdl
~-Resource Groups
~“Resource Group Templates Specification Version: 17.2.0.00
~-Machines
~Virtual Hosts Implementation Version: 201707211119
~Virtual Targets
~Work Managers Security
Concurrent Templates | | what security model do you want to use with this application?
~-Resaurce Management.
How do L.. = DD Only: Use only roles and policies that are defined in the deployment descriptors.
« Start and stop & deployed enterprise () Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the deployment descriptor.
application
* Configure an enterprise application () Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.
o Creste 3 deployment plan
o Target an enterprise application to a server () Advanced: Use a custom model that you have configured on the realm's configuration page.
instance
Source Accessibility

« Testthe modules in an enterprise application

b

e Click Finish.

[ Install Application Assist X

< C | ® mumb0bzt:8001/console/console. portal?AppApplicationinstallPortlet_actionOverride=/com/bes/console/actions/app/install/saveldentity
Y ———— I
Change Center @) Home Log Out Preference: ecord Help Q Welcome, weblogi
View changes and restarts Home >Summary of JUS »Sammary of M Configuration >NOTIFY_DEST_QUEUE_ FCDB >UBSForeignServer »Summary of Servers >Summary of Deployments.
No pending changes evist, Click the Release Install Application Assistant
Configuration button to allow others to edit the
domain. Back| [Nexd Cancel
Lock &Edil

Review your choices and click Finish
Release Configuration

Click Finish to complete the deployment. This may take a few moments to complete.
Domain Structure Additional Configuration
BDX_INS_TEST .

o In order to work successfully, this application may require additional configuration. Do you viant to review: this application's configuration after completing this assistant?
-Domain Parttions

® Yes, take me to the deployment's configuration screen.
~Servers
-Clusters
- Coherence Clusters -/ No, I will review the configuration later.
—Resource Groups Summary
~Resource Group Templates
~Machines _INS_TEST/ b, b Jbs.natification. mdb,
~Virtual Hosts
~-\Virtual Targets Name: obdx.externalsystem. ubs.notification.mdb
~~Work Managers
-Concurrent Templates Staging Mode: Use the defaults defined by the chosen targets
-Resouice Mananement, T
Plan Staging Mode: Use the same accessibilty as the application
How do L. a
« Start and stop a deployed enterprise Security Model: DDOnly; Use only roles and policies that are defined in the deployment descriptors.
application
= Configure an enterprise application Scope: Global
= Create a deployment plan Target Summary
= Target an enterprise application to a server
instance Components & Targets
® Test the modules in an enterprise application \ obdx.externalsystem.ubs. notification.mdb.ear \ InstallerTest
Cancel

System Status E|| |Back| [Wext |an

Health of Runnina Servers as of 3:58 P11
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e Click Save.

[ Settings for obdx.extern: X

<« c ‘ (® mum00bzt:3001 /console/conscle.porial?_nfpb=trued._pagelabel=AppApplicationOverviewP; ppApplicationOverviewPortlethandle=com bea.console.handles.AppDeploymentHandle%28"com .bea%3AName%3Dobd
ORACLE WebLogic Server Administration Console 12¢ -
Change Center & Home Log Out Preferences (2] Record Help
T a1 Home >UBSSystemModule >Summary of JMS Modules U = >NOTIFY_DEST_QUEUE_FCDB >UBSForsignServer >Summary of Servers >Summary of Desloyments >obdx.externalsystem.ubs.notification.mdb
Pending changes exist. They must be activated Settings for obd: ubs.noti mdb
to take effect.
Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Motes
<« Activale Changes e < by | Ta < 0
Undo All Changes
Domain Structure Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the associated deployment plan, and so on. The table at the end of the page lists the modules {such as Web
0BDX_INS. TEST N the name of the module to view and update its configuratin.
~Domain Partitions
&
T e Name: obdx.externalsystem,ubs.notfication.mdb The name of this enterprise application. ~Hore
~Servers
- Clusters o ) X
- Coherence Clusters Scope: Global Specifies if this enterprise application is accessi
—Resource Groups
- Resource Group Templates Path: | home; devops/ domain/ OBDX_INS_TEST/ servers/ Adminserver] upload/ obdx. extemalsystem. ubs. notification. mdb. ear/ app/ obds. externalsystem. ubs.  The path to the source of the deployable unit o
_ P teme notification. mdb. ear
~Machines
~Virtual Hosts
~Virtual Targets Deployment Plan: (mo plan specified) The path to the deployment plan document on
~Work Managers
- Concurrent Templates Staging Mode: (mot specified) Specifies whether a deployment's files are copii
—Resqure v area during application preparation. More Inft
How do L.. El Plan Staging Mode: {not specified) Specifies whether an application's deployment |

staging area during application preparation. b

Start and stop a deployed enterprise

application Security Model: DDOnly The security model that is used to secure a deg
« Configure an enterprise application
« Create a deployment plan (i) Deployment Order: 100 Ar\f integer value that indicates when this unit it

Info

« Target an enterprise application to a server

instance

/i) Deployment Principal A string value that indicates the principal that s

o Test the modules in an enterprise application Name: This principal will be used to set the current sul

ApplicationLifecydleListener. If no principal nam

e Click Activate Changes

[ Settings for obdxextern: X

& = |® mum00bzt:8001/console/console.partal?_nfpb=trued_pagelabel=AppApplicationOverviewP. ppApplicationOverviewPortlethandle=com.bea.console handles.AppDeploymentHandle%28" com.bea%3ANar

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [B] Record Help
el s et rer ey Home > UBSSystemModule >Summary of JMS Modules U gnServer > >NOTIFY_DEST_QUEUE_FCDB >UBSForeignServer > Summary of Servers >Summary of obd bs.notifi
Messages

Pending changes xist, They must be activated
to Lake effect « Settings updated successfully.

< Actvats Changes Settings for obd ubs, ion.mdb

Ondo Al Changes

Overview | Deployment Flan | Configuration | Security | Targets | Control | Testing | Monitoring | Motes

Domain Structure Save
OBDX_INS_TEST -
Use this page to view the general configuration of an enterprise application, such as its name, the physical path to the application files, the associated deployment plan, and 5o on. The table at the end of the page iss the modules
the name of the module to view and update its configuration.
Name: obd.externalsystemubs.notfication.mdb The name of this enterprise appli
i-Resource Groups
" Resource Group Templates Scope: Glabal Specifies if this enterprise applica
{-Machines
Virtual Hosts Path: 1 home/ devops/ domain/ OBDX_INS_TEST servers/ AdminServer] upload| obex. externalsystem. ubs. notfication. mdb. ear/ app/ sbds. extemalsystem. ubs.  The path to the source of the deg
~Virtual Targets notification. mdb. ear
~work Managers
~Concurrent Templates .| | Deployment plan: (no pln specifed) The path to the deployment plan
H Resourcs.
Howdo L. 5| | staging Mode: (not specifed) Specifies whether a deployment's

area during application preparatic
o Start and stop 2 deployed enterprise

application Plan Staging Mode: {not specified) Specifies whether an application's
« Configure an enterprise application staging area during application pr
« Creste a deployment plan
ployment p Security Model: poonly The security model that is used tc
« Target 2n enterprise application to a server
instance
4] Deployment Order: 100 An integer value that indicates w
» Test the modules in an enterprise application Info...
e ) 4] Deployment Principal A string value that indicates the p
¥: o This principal will be used to set t
Health of Running Servers as of 3:50 PM ApplicationL fecydleListener. 1f no

Failed (0) | Save|
Critical (0)
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[ Settings for obdxextern: X

mum00bzt:8001/console/console.portal?_nfpb=true& _pagelabel=AppApplicationOverv e8AppApplicationOverviewPortlethandle=com.bea.console.handles. AppDeploymentHandle("com.bea:Name=
00bzt:8001 ! | | b=ti Label I tleth I b il Depl tHandl bea:l
ORACLE' WebLogic Server Administration Console 12¢ .
P e—— @ Home Log Out Preferences Help Q
e T Rt Hame > UBSSystemModule > Summary of JMS Modules » UBSSystemMadule »UBSForeignServer »Canfiguration NOTIFY_DEST_QUEUE_FCDB > UBSForeignServer »Summary of Servers >Summary of Deployments > obdx.externalsystem.ubs.notification.mdb
Messages
Click the Lack & Edit button to modify, add or
delete items in this domain. 2 Al changes have been activated. No restarts are necessary.
Lock & Ed, Settings for obd: ubs. ion.mdb

Release Configuration
Overview | Deployment Plan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes

Domain Structure
Click the Lack & Edit button in the Change Center to modify the settings on this page.
OBDX_INS_TEST

lomain Partitions Save

Servers
| Bh-Clusters
~~Coherence Clusters

Use this page to view the ganeral configuration of an enterprise application, such as its name, the physical path to the application files, the associated deployment plan, and 5o on. The table at the end of the page lists the modules (such as Web
the name of the module to view and update its configuration.

~-Resource Groups

~-Resource Group Templates Name: obdx externalsystem.ubs.notification.mdb The name of this enterprise application. More
Scope: Global Specifies if this enterprise application is accessil
Vork Managers Path: | home/ devops/ domain/ OBDX_INS_TEST/ servers/ AdminServer/ upload/ ebdx. exteralsystem. ubs. netification. mdb. earf appf obdx. externalsystem. ubs The path to the source of the deployable unit o
~-Concurrent Templates notification. mdb. ear
~-Resnurce Mananement h
: ( ) . "
Howdo L. a Deployment Plan: {no plan specified) The path to the deployment plan document on
o Start and stop a deployed enterprise Staging Mode: {not spedified) Specifies whether a deployment's files are copic
application area during application preparation, More Infc
« Configure zn enterprise application
Plan Staging Hode: {not specfied) Specfies whether an application's deployment |

+ Create a deployment plan staging area during application preparation. I
 Target an enterprise application te a server

Insance Security Model: DDOnly. The security model that is used to secure a dep
o Test the modules in an enterprise application

) Order: 100 An integer value that indicates when this unit is
— Infou.
System Status a
Health of Running Servers as of 3:53 PH &) Deployment Principal A string value that indicates the principal that s
Name: This principal will be used to set the current sul
| Failed (0) ApplicationLifecydeListener. If no principal nam
I Critical (0)

Fileupload with UBS

Refer below document for File upload configuration with UBS

Oracle Banking APIs File Upload Report Configuration

Origination with UBS

Refer below document (section 5 and 6) for enabling Origination with UBS

Oracle Banking APIs UBS Origination Setup and Configuration

OBAPIs_ with OBP Base (Installation with Oracle Banking Platform)

Refer below document (section 5.2 OUD configurations in OBP) for User Authentication required for
integration with OBP

Oracle Banking APIs OBP Base Setup and Configuration

OBAPIs US LZN with OBP US LZN (Installation with Oracle Banking Platform US LZN)

Once OBP Base setup and configuration is complete, refer below document to apply LZN Installer
required for integration with OBP 2.5.0.2 US LZN.

Oracle Banking APIs OBP US LZN Setup and Configuration

OBAPIs with OFSLL (Installation with Oracle Services Lending and Leasing)
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Refer below document for OFSLL Installer required for integration with OFSLL
Oracle Banking APIs OFSLL Setup Configuration

OFSLL supports social media integration. Refer Oracle Banking Digital Experience Origination Social
Media Integration document.

OHS

OHS server needs to be configured for all FLAVOR’s as a mandatory activity.

To configure OHS server follow steps mentioned in below document before proceeding further.

Oracle Banking APIs OHS User Interface Configuration

Home
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9. OBAPIs Product Verification

Start managed server and verify all deployed applications are in Active state (as shown below).

: e Enterprise
EjAud\tMDBEAR Active |9 OK Application InstallerDev | Global 100
. Enterprise
EjBatchResourceAdapter Active | % OK application InstallerDev | Global 100
@cuherence—transaction-rar Active | % OK E;sagll‘erlc'e ;‘:;;ﬂg:;::ﬂ Global 100
" " Enterprise
E'jcom.ofss.dlgx.app‘cunnector Active | % OK application InstallerDev | Global 100
E;Icom.ofss.digx.appx.chathot.rest Active | % OK ﬂﬁi?artijsoen InstallerDev | Global 100
ﬁcum.ofss.digx.chaﬂ)ol(lB.J.D‘U.D‘ZDIBDIUQDSIB) Active Library InstallerDev | Global 100
i obex.app.core.domain(18.1.0.0.0,201801090518) Active Library ?:sTainerD'::n Global 0
iy obax.2pp.core, patch(18.1.0.0.0,201801090518) Active Library ?:STJHSTED“E':B Global o
i obex.app.domain(18.1.0.0.0,201801090518) Active Library ?:sTainerD'::n Global 0
Eubdx‘app.restidm Active |4 OK Eﬁirfar:js:n InstallerDev | Global 0
i obex.app.security(18.1.0.0.0,201801090518) Active Library ?:sTainerD'::n Global 0
F:Iubdx‘app.suap Active | % OK Eﬁi?arés:n InstallerDev | Global 100
ﬁlubdx‘app.timer Active | % OK ﬂﬁirfar‘ijs:n InstallerDev | Global 100
i obex.extsystem. domain{18.1.0.0.0,201801090518) Active Library ?:sTainerD'::n Global 0
i obdx.thirdparty.app.domain(18.1.0.0.0,201801090518) Active lbrary | AdminServer, | oo ) 0
= InstallerDev
. Enterprise
= ReportsMDBEAR. Active |9 ) InstallerDev | Global 100
'—l=_l 7 3 Application

To login into application, new user needs to be created (if not already done) in OUD refer section
Creating the Attributes, Object Class, Users, Groups and Adding Optional Attributes on LDAP Server of
document “Oracle Banking APIs Installer Pre-Requisite Setup Manual” mentioned in section 1.5 Related
Information Sources.

To verify the installation, launch below URL

http://<OHS server ip or hostname>:<OHS port>

Check if the page loads successfully.
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[ ZigBank - ZigBank x e =

< Cc|® *| O

Z ZlgBank ‘E‘Login

Your financial security guaranteed.

Achieve your Drez

come true,
ursue them”

Dayl Configuration

Universal Banking Solution (OBAPIs with UBS)

Refer below document (Section 3. System Configuration) for Dayl configuration required for integration
with UBS

Oracle Banking APIs System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Third Party System (OBAPIs with THP)

Refer below document (Section 5. System Configuration — Host System as Third Party) for Dayl
configuration required for integration with Third-party System

Oracle Banking APIs System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Oracle Banking Platform (OBAPIs with OBP)

Refer below document (Section 4 System Configuration — Host System as OBP Base and US LZN) for
Dayl configuration required for integration with OBP
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Oracle Banking APIs System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Oracle Banking Platform US LZN (OBAPIs with OBP US LZN)

Refer below document (Section 4 System Configuration — Host System as OBP Base and US LZN) for
Dayl configuration required for integration

Oracle Banking APIs System Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Oracle Financial Services Lending and Leasing ( OBAPIs with OFSLL)

Refer below document (section 5.1 System Configuration) for Dayl configuration required for integration
with OFSLL

Oracle Banking APIs OFSLL Setup Configuration

Once dayl is completed, application is available for end-user transactions.

Note: Post Dayl restart of Managed server is mandatory

Chat Bot Configuration:

Refer below document for Chat Bot configuration.

Oracle Banking APIsDigital Experience Chatbot Configuration

Mobile Application Builder:

Refer below documents for Mobile Applications build and setup.
Oracle Banking APIsDigital Experience Mobile Application Builder-Android
Oracle Banking APIsDigital Experience Mobile Application Builder-iOS

Home
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10. Configuration for OUD/OAM

In-case installation needs to be done using OUD/ OAM provider, below steps needs to be performed
manually.

Weblogic configuration

e REST EAR deployment:

Undeploy obapis.app.rest.idm from deployments.

Deploy obapis.app.rest from Installer zip (<OBAPIs INSTALLER DIR>
\installables\app\components\obapi\deploy\).

e Security Realms

To configure your own Oracle LDAP to use instead of the default embedded LDAP, which comes with
Oracle Weblogic Server.

e To do this, ensure that the Admin Server is running. Login to the Weblogic Console for OBAPIs
domain (created by Installer) using the following URL:

http://<hostname>:<admin_port>/console

¢ Now, go to Security Realms > myrealm > Providers

< C | ® mum00bzt:9001/console/console.portal?_nfpb=trued_pagelabel=RealmprovidersTabPage&handle=com.bea.console handles.SecurityMBeanHandle%28" Security%3AName%3Dmyreal .. ¥r

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Help Q Welcome, wehlm;i(| Connected to: OBDX_INS_TEST

e e TS Home »Summary of Security Realms >myrealm >Providers
Click the Lock & Edit buttan to modify, add or Settings for myrealm

delete items in this domain.
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit

Release Configuration Authentication | Password Validation | Authorization | Adjudication | Rele Mapping | Auditing | Credential Mapping | Certification Path

Doman Suchie ‘An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have ane Authentication provider in a security realm, and you can configure multiple Authentication providers in
QBDX_INS_TEST a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

F}-Domain Partitions
F}-Environment
~Deployments B Customize this table
Esenvices
-~Security Realms
B Interoperability Click the Lock & Edit button in the Change Center to activate all the buttons on this page.
BJ-Diagnostics

Authentication Providers

New | [Delete | |[Reorder Showing 1to 50f 5 Previous | Next
Name Description Version
DBAuthenticator 0BDX - DB Authenticator 1.0
SQLAUth Frovider that performs DBMS authentication L0
How do I... ]
QBDXIWT OBDX JWT Identity Asserter Provider L0
= Configure authentication and identity Defaulthuthenticator WebLogic Authentication Provider 1.0
assertion providers
- Configure the Password Validation pravider DefaultldentityAsserter WebLogic Identity Assertion provider 10
» Manage security providers New | [ Delete | | Rearder Shawing 10 5 of 5 Previous | Next

- Setthe JAAS control flag

« Re-order authentication providers

System Status 2]

Health of Running Servers as of 9:39 AM

e Now click on “Lock & Edit” in order to edit the details.
o Delete the following authenticators under providers->authenticators:

DBAuthenticator
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SQLAuth

[ Settings for myrealm - © X o

<« C | ® mum00chqg:9 rity:N.

ORACLE wabLogic Server Amnstaton corcae 126 B o

Change Center @) Home Log Out Preferences [&d] Racord Help Q Welcome, weblogic | Connected to: OBDX_INS_TEST3
B e Home > Summary of Environment > Summary of Servers »Summary of Security Realms >myrealm >Providers >Summary of Environment >Summary of Servers >Summary of Securty Reaims > myraaim > Providers
Ho pending changes exist. Click the Release Settings for myrealm
Configuration button to allow others to edit the
omain. Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Lock & Edit —
Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path
Release C
e — An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in

a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.
BOX_INS_TEST3

EF-Domain Partitions

~Environment B Customize this table
—Deployments
ervices Authentication Providers
ecurity Realms
-Interoperability Mew | |Delete | |[Reorder Showing 1to 5 of 5 Previous | Next

EJ-Diagnostics
Name Description Version
! | DBAuthenticator OBDX - DB Authenticator 1.0
¥ | sQuauth Provider that performs DBMS authentication 10
QBDXIWT OBDX JWT Identity Asserter Provider 10
e = Defaulthuthenticator WebLogic Authentication Provider 10
Defaultidentityasserter WebLogic Identity Assertion provider 10
= Configure authentication and identity
assertion providers New| |Delete | |[Reorder

Showing 1to 5 of 5 Frevious | Next
rd Validation provider

= Configure the Pas:
= Manage security providers

= Set the JAAS control flag

+ Re-order authentication providers

System Status =

Health of Running Servers as of 7:33 AM

T gx  4PM o

1/9/2018

[ Settings for myrealm -C % a

&« C | ® mum00chq;

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences [ Record Help Q Welcome, weblogi |Cnnhetled to: OBDX_INS_TEST1

e >Sum: £ Envi > Summay ervers »Summ
View changes and restarts Home =Summary of Environment »Summary of Sarvers »Summa
Messages

of Security Realms >myrealm »Providers >OUDAuthenticator > Providers
Pending changes exist. They must be activated
to take effect, « Selected Authentication Providers have been deleted.

< Aclivaie Changes Settings for myrealm

Undo All Changes

C Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Domain Structure Authentication

OBDX_INS_TEST1
Domain Partitions

Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have ane Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different dats stores, such 2s LDAP servers or DBIMS,

Security Realms

nteroperability B Customize this table

Diagnostics Authentication Providers
New | Delete Reorder Showing 1 to 3 of 3 Previous | Next
Name Description Version
OBDX OBDX JWT Identity Asserter Provider L0
How do L. =] DefaultAuthenticator WebLogic Authentication Provider 1.0
« Configure authentication and identity DefaultidentityAs WebLogic Identity Assertion provider L0
assertion providers

New | | Delele Reorder

Configure the Password Validation provider Showing 1to 3 0f 3 Previous | Next

Manage security providers

Set tha JAAS control flag

Re-order authentication providers

System Status =]

Health of Running Servers as of 10:02 AM

e Click on ‘DefaultAuthenticator” provider and change the Control Flag to SUFFICIENT
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AuthenticatorBook - OBDX172.. X +

- x
€ mum00agk:7 A i

B Table &g} Form (@] Image [Z] Structure ¢ Link [l Color Contrast 13 Linearise [15] Options @ Off
ORACLE WebLogic Server Administration Console 12c
P — @ Home Log Out Preferences ] Recurd tiep | Y

Welcome, weblogic ‘ Connectzd to: OBDX172

e e T T H > DefaultAuthenticator
No pending changes exist. Click the Release Settings for DefaultAuthenticator
Configuration button to allow others to edit the =
domain. Configuration | Performance | Migration
Lock &Edit Common | Provider Speific
Release Configuration

Save

Domain Structure

OBDX172
Domain Partitions
Environment

This page displays basic information about this WebLogic Authentication provider. You can also use this page to set the JAAS Control Flag to control how this provider is used in the login sequence.

5 Hame: DefaultAuthenticator The name of this WebLogic Authentication provider. More Info...
Deployments
Services . ) . . . X
security Realms (] Description: Weblogic Authentication Provider A short desaription of the Authentication provider. More Info...
Interoperabiity
Diagnostics (5] Version: 1.0 The version number of the Authentication provider. More Info
@g Control Flag:

SUFFICIENT |~ Returns how the login sequence uses the Authentication provider. More Info.

Save

How do L. =]

« Configure authentication and identity
assertion providers

« Configure the Password Vaiidation provider
* Set the JAAS control flag

* Manage security providers

System Status a

e Click on Save button to save the changes

AuthenticatorBook - OBDX172... > ' =+

€ mum0O0agk:70

wa ¥ & 4 #-H- & B =
[l Table %) Form [&] Image

Structure @@ Link @il Color Contrast 13 Linearise

Options @ Off
ORACLE webLogic Server Administration Console 12c

—A

Change Center &) Home Log Out Preferences

Record Help ‘ Q WEIcome,wEbk)gic|CnrvnEd‘Ed to: OBDX172
s e ey sl s e Home Pro DefaultAuthenticator
Messages
Mo pending changes exist, Click the Release
Configuration button to allow others to edit the « Settings updated successfully.
domain.

Settings for DefaultAuthenticator
Lodk & Edit

Configuration | Performance | Migration
Release Configuration

Common | Provider Specific
Domain Structure
0OBDK172 =N
Ee-Domain Partitions
B-Environment

o " This page displays basic information about this WebLogic Authentication provider, You can also use this page to set the JAAS Control Flag to control how this provider is used in the login ssquence,
~Deploymen
E-Services

~-Security Realms &5 Name: DefaultAuthenticator The name of this Weblogic Authentication provider. More Info...
E-Interoperabiity
E}-Diagnostics

. ] Description: WebLogic Authentication Provider A short description of the Authentication provider.  More Info...
5] Version: 1.0

The version number of the Authentication provider. More Info...

(5] Control Flag: SUFFICIENT |~

Returns how the login sequence uses the Authentication provider. More Info...
How do I... =
Save
« Configure authentication and identity
assertion providers

« Configure the Password Validation provider
® Set the JAAS contral flag

* Manage security providers

System Status =

40PM
71972017

o Navigate Back to Security Realms > myrealm > Providers
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&«

ORACLE WebLogic Server Administration Console 12¢

@ Home Log Out Preferences

Record Help Q

Change Center

Home >Summary of Enviranment >Summary of Servers
Messages

T e nararte Summary of Security Realms >myrealm »Providers >OUDAuthenticator »Providers

Pending changes exist. They must be activated
to take effect. « Selected Authentication Providers have been deleted.

P Aclivale Changes Settings for myrealm

Undo All Changes

(e Users and Groups | Roles and Policies | Credential Mappings

Providers = Migration

Domain Structure

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping

a security realm. Different types of Authentication providers are designed to accass different data stores, such as LDAP servars or DBIS.

ecurity Realms
nteroperability
Diagnostics

| Customize this table

Authentication Providers

Certification Path

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have ane Authentication provider in a security realm, and you can configure multiple Authentication providers in

Configuration for OUD/OAM

Welcome, weblogic | Connected to: OBDX_INS_TEST1

New | Delete Reorder Showing 1 to 3 of 3 Previous | Next
Name Description Version
OBDXIWT OBDX JWT Identity Asserter Provider 10
How do L.. =] DefaultAuthenticator WebLogic Authentication Provider 1.0
« Configure authentication and identity DefaultldentityAsserter WebLogic Identity Assertion provider L0

assertion providers

New | | Delele Reorder

+ Configure the Password Validation provider
s Manage security providers

Showing 1to 3 of 3 Previous | Next

» Set the JAAS control flag

= Re-order authentication providers

System Status =]

Health of Running Servers as of 10:02 AM

° Now, click on New and enter the below details and click Save.
Name : OUDAuthenticator
Type : IPlanetAuthenticator

Create a New Authentication .. % +

€ mum0Qagk:
FH Table T Form & Image
ORACLE WebLogic Server Administration Console 12c

tal?_nfpb

_page!

Structure @ Link @ Color Contrast A3 Linearise 1] Options @ Off

&) Home Log Out Preferences Record Help

)

Change Center

< >myn

Home =Summary of Security =Prov ultAuthent

Mo pending changes exist. Click the Release Create a llew Authentication Provider
Configuration button to allow others to edit the
domain. Ok Cancel

Lock & Edit 3 .
Create a new Authentication Provider

Release Configuration The following praperties will be used to identify your new Authentication Provider.,

* Indicates required fields
Domain Structure
OBDX172

B-Domain Partitions
E-Environment
~Deplayments
E-Services
--Security Realms
E-Interoperabiity
E-Diagrostics

The name of the authentication provider.
*Mame: OUDAuthenticator

This is the type of authentication provider you wish to create.

Type: TFlanetAuthenticator >

0K | || Cancel

Welcome, weblogic | Connected to: OBDX172

=Providers

How do I... =]

® Manage security providers

= Configure authentication and identity
assertion providers

System Status a

Health of Running Servers as of 1:12PM

. Click on OK Button.
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X

&« C | ® mum00chq;

[§ Settings for myrealm -

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences

Record Help

Welcome, wehlngi(| Connected to: OBDX_INS_TEST1

T e nararte Home >Summary of Environment >Summary of Servers > Summary of Security Realms >myrealm »Providers >OUDAuthenticator »Providers
Pending changes exist. They must be activated | | Settings for myrealm
to take effect.
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
«_Aclivate Changes
Undo All Changes Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

Domain Structure

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

Damain Partitions

Environment

Deployments [ Customize this table

. ) Authentication Providers
curity Realms

nteroperability New| [Delete | || Reorder

Diagnosics Showing 1 to 4of 4 Previous | Next
Name Description Version
OBDXIWT OBDX JWT Identity Asserter Provider 10
DefaultAuthenticator ‘WebLogic Authentication Provider 1.0
DefaultidentityAsserter WebLogic Identity Assertion provider 10

How do L.. = OUDAuthenticator Provider that performs LDAP authentication 10

« (Configure authentication and identity =

assertion providers L= -

showing 1to 4 of 4 Previous | Next

Configure the Password Validation provider

Manage security providers
Set the JAS control flag

Re-order authentication providers

System Status =]

Health of Running Servers as of 10:03 AM

0 T dx

Now Click on OUDAuthenticator and select Control Flag as “SUFFICIENT”

AuthenticatorBook - OBDX172.. X | 4+

€ mum00agk:
BE Table Tg) Form [&] Image

tal?_nfpb=truedl_

Label=Autl

ag enticat

Structure @ Link @ Color Contrast J3 Linearise [55] Options @) Off

ORACLE webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences Q Welcome, weblogic ‘ Connectsd to: OBDX172
o Home >myr: ~OUDAuthenticator
Pending changes exist. They must be activated Settings for OUDAuthenticator
to take effect,
Configuration | Performance
o Activate Changes
Common | Provider Spedific
Undo All Changes
Save
Domain Structure
OBDX172 This page displays basic information about this Planet Authentication provider. You can also use this page to set the JAAS Control Flsg to control how this provider is used in the login sequence.
Domain Partitians
£1-Environment
{ ~Deployments #F] name: OUDAuthenticator ‘The name of this iPlanet Authentication provider. More Info...
Services
Security Realms .
Description: Provider that performs LDAP authentication A short description of this iPlanet Authentication provider.  Mare Infa...
Interoperabiity ] Descrint i # " " i
Diagnostics
] Version: 1.0 The version number of this iPlanet Authentication provider. More Info...
(] Control Flag: SUFFICIENT |~ Specifies how this Planet Authentication provider fits into the login sequence.  Mare
Info...
Save
How do I... a
« Configure authentication and identity
assertion providers
» Set the JAAS control fiag
* Configure the Password Validation provider
» Manage security providers

System Status =]

646 PM
=S DB e

. Click on Save Button.
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AuthenticatorBook - OBDX172.. X | 4+

€ mum00agk:7001 b =Auth <] ea
[ Table 3g) Form [& Image tructure @2 Link [l Color Contrast L Linearise [15] Options @ Off

ORACLE' webLogic Server Administration Console 12¢

Change Center &) Home Log Out Preferences [2 Record Help ‘ Q Weloome,webbgic‘Cunne:ted to: OBDX172
View changes and restarts Home >myreslm Providers >Dafaul rs >myrasim >Broviders >Summary of Securty Resims >myresim >Providers >OUDAuthenticator

Messages
Pending changes exist. They must be activated
to take effect « Settings updated successfully.

& Activate Changes Settings for OUDAuthenticator

Unda All Changes C Performance

FEm—— Common | Provider Spedfic

OBDX172

main Partitions [Save |

This page displays basic information about this iPlanet Authentication provider. You can also use this page to set the JAAS Control Flag to control how this pravider is used in the login sequence.

&5 Name: QUDAuthenticator The name of this iPlanet Authentication provider. More Info...

& Description: Provider that performs LDAP authentication A short description of this iPlanet Authentication provider. More Info...

4] Version: 10 The version number of this iPlanet Authentication provider. More Info,

@] Control Flag: SUFFICIENT Spedifies how this iPlanet Authentication provider fits into the login sequence.  More
How do L. a info...
« Configure authentication and identity save

assertion providers
» Set the JAAS control flag

* Configure the Password Validation provider

® Manage security providers

System Status B

e Now under Provider Specific tab set the details of LDAP where the server should point. Refer to the
following table for more information:

Property Value

Host This is the LDAP Server (OUD) Hostname

Port This is the LDAP Server (OUD) Port. E.g. 1389

Principal This is the Administrator Account name. E.g.
cn=orcladmin
Credential This is the Administrator Account password.

Confirm Credential

Confirm the Administrator Account password.

UserBase DN

This is the OUD user search base

For e.g.: cn=Users, dc=in,dc=oracle,dc=com

GroupBase DN

This is the OUD group search base

For e.g.: cn=Groups, dc=in,dc=oracle,dc=com
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AuthenticatorBook - 0BDX172.. ap

€ mumO0agk:7
B Teble 47 Form [&E] Image

Structure @@ Link [ Color Contrast 13 Linearise

Configuration | Performance

Options € Off

4 Activate Changes
Common | Provider Specific
Undo All Changes

Save
Domain Structure
0BDX172
Domain Partitions
Environment

Deployments ‘Connection
Services
Host:
Seauity Realms “
Interoperabilty
Diagnostics Port:
Principak
Credentiak:
How do L. El
. Cuﬂﬁg.ure authentication and identity Confirm Credentiak
assertion providers
« Manage security providers
[] sSLEnabled
System Status. El
Health of Running Servers as of 1:15 FM Users
‘ Failed (0) User Base Di:
[ Critical (0)

Overloaded (0)
[ Warning (0)

I

&5 Allusers Filter:

(5] user From Name Filter:

AuthenticatorBook - OBDX172.. > | =+

€ mum00ag
[l Table %3 Form [&E] Image

Structure @@ Link [l Color Contrast 13 Linearise

Options @ Off

#E User Name Attribute:

&5 User Object Class:

[] use Retrieved User Hame as Principal

Groups

Group Base DN:

@] All Groups Filter:

5] Group From Hame Filter:

Group Search Scope:

Group Membership Searching:

Max Group Membership Search Levek

[] 1anore Duplicate Membership

Static Groups

e Click on Save to update the changes.

Use this page to define the provider specific configuration for this iPlanet Authentication provider.

num00aon.in.oracle.com

1389

cn=orcladmin

dc=in,dc=oracle,dc=com

(&{uid=%u)(objectclass:

uid

person

dc=in,dc=oracle,dc=com

(1(&(cn=%g)(objectclas:

subtree |~
unlimited |~
o

e Navigate Back to Security Realms > myrealm > Providers

Installation Guide
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The host name or IP address of the LDAP server, More Info...

The port number on which the LDAP server is listening. - More Info...

The Distinguished Name (DN) of the LDAP user that WebLogic Server should use to

connect to the LDAP server. More Info...

The credential (ususly a password) used to connect to the LDAP server.  Mare
Infa...

Specifies whether the 55L protocol should be used when connecting to the LDAP
server.  More Info...

The base distinguished name (ON) of the tree in the LDAP directory that contains
users, More Info...

If the attribute (user object dass) is not specified (thatis, if the atiribute is nul or
empty), & defauit search fiter is created based on the user schema.  More Info. .

If the attribute (User name atiribute and user object dlass) is not specified (thatis,
if the atiribute is null or empty), a defauit search fiter is created based on the user

650 PM

711972017

wBe ¥ A& A4 «-H- &

STOUI SEET T IO USErS,  MOTE IO

The attribute of an LDAP user object that specifies the name of the user.  More
Info,

The LDAP object dass that stores users.  More Info...

Specifies whether or not the user name retrieved from the LDAP server should be
used as the Princpal in the Subject.  More Info...

The base distinguished name (DN) of the tree in the LDAP directary that contains
groups. More Info...

An LDAP search filter for finding all groups beneath the base group distinguished
name (ON). If the attribute is not spedified (that i, if the attribute is nul or empty),
a default search filter s created based on the Group schema.  More Info...

An LDAP search filter for finding a group given the name of the group. If the
attribute is not specified (that s, if the attribute i null or empty), 2 default search
filter is reated based on the group schema.  More Info....

Specifies how deep in the LDAP directory tree to search for groups. Vald values are
subtree andonelevel. More Info.

Specifies whether group searches into nested groups are unlimited, fimited or off.
Vald values are niimited,limited and off.  More Info. .

Specifies how many levels of group membership can be searched. This setting is

valid only if GroupMembershipSearching is set tolimited. Valid values are 0 and
positive integers. For example, 0 indicates only direct group memberships wil be
found, and a positive number indicates the number of levels to search.  More Info...

Determines whether duplicate members are ignored when adding groups. The
attribute cydes in the Group membership. More Info...
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[§ Settings for myrealm

&«

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences Record Help Q Wel(nme,wehlngl(|Cnnhetled to: OBDX_INS_TEST1

Summary of Security Realms >myreaim >Providers >0U

e Sums £ Envi >Summy erver 4 c i
View changes and restarts Home »Summary of Enviranment Summary of Servers uthenbicator = Providers

Pending changes exist. They must be activated | | Settings for myrealm
to take effect.

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
«_Aclivate Changes

Undo All Changes Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

Domain Structure

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

[ Customize this table

. ) Authentication Providers
curity Realms

nteroperability New| [Delete | || Reorder

Diagnosics Showing 1 to 4of 4 Previous | Next
Name Description Version
OBDXIWT OBDX JWT Identity Asserter Provider 10
DefaultAuthenticator ‘WebLogic Authentication Provider 1.0
DefaultidentityAsserter WebLogic Identity Assertion provider 10
How do L.. = OUDAuthenticator Provider that performs LDAP authentication 10

« Configure authentication and identity

New| | Deletc | || Reorder
assertion providers L L=

showing 1to 4 of 4 Previous | Next

+ Configure the Password Validation provider

= Manage security providers
» Setthe JAAS control flag

= Re-order authentication providers

System Status =]

Health of Running Servers as of 10:03 AM

° Now, click on New and enter the below details and click Save.
Name : OAMIdentityAsserter
Type : OAMIdentityAsserter

Create a New Authentication... X = 4

X

wiBa 3 & 4 - H- 8 B =

€ mum00aqgk:7001/cc <]
[E2 Table &) Form & Image [E] Structure & Link @ Color Contrast 14 Linearise [13] Options € Off

ORACLE weblLogic Server Administration Console 12¢

Change Center &) Home Log Out Preferences

View changes and restarts Home >Pro 2 >OUDAUthenticator >Surm
Pending changes exist, They must be activated (Create a New Authentication Provider

to take effect.

OK | || Cancel

o Activate Changes

Unda All Changes Create a new Authentication Provider

The following properties will be used to identify your new Authentication Provider,
Domain Structure
OBON172

Damain Partitons
Environment
Deployments
Services

Security Reslms
Interoperabiity
Diagnostics

*Indicates required fields

The name of the authentication provider

*Name:z OAMIdentityAsserter

This s the type of authentication provider you wish to create.
Type:

OAMIdentityAsserter hd

oKl || cancel

How do L.. =]

« Manage security providers

» Configure authentication and identity
assertion providers

System Status =]

Health of Running Servers as of 1:23PM

| Failed (0)

. Click on OK Button.
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[§ Settings for myrealm

&«

ORACLE WebLogic Server Administration Console 12¢ —

Change Center @ Home Log Out Preferences

Record Help Q Welcome, wehlngl(| Connected to: OBDX_INS_TEST1

Home >Summary of Enviranment >Summary of Servers
Messages

Summary of Security Realms >myrealm »Providers >OUDA cator »Providers =0 . id

View changes and restarts

Pending changes exist. They must be activated
to take effect. &2 Reorder operation cancelled - the Authentication Providers have not been reordered.

Aciivate Changes
L 2 Settings for myrealm

Undo All Changes

C Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Domain Structure

Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
a security realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.

ecurity Realms
nteroperability

B Customize this table

Diagnostics
aanesne Authentication Providers
New | |Delete Reorder Showing 1 to 50f 5 Previous | Next

Name Description Version
OBDXIWT OBDX JWT Identity Asserter Provider 10

How do L... c DefaultAuthenticator WebLogic Authentication Provider 1.0

« Configure authentication and identity DefaultldentityAsserter WebLogic Identity Assertion provider 10

assertion providers

OUDAuthenticator Provider that perfarms LDAP authentication 10

» Configure the Password Validation provider

+ Manage security providers OAMIdentityAsserter Oracle Access Manager Identity Asserter 10

= Setthe JAAS control flag New | [Delete | || Reorder Showing 1 to 50f 5 Previous | Next

Re-order authenti

on providers

System Status =]

Health of Running Servers as of 10:14 AM

° Click on Reorder Button.

[3 Reorder Authentication = X e - ®

< C | © mumD0ch

etreturnTo

ORACLE webLogic Server Administration Console 12¢

(Change Center (@ Home Log Out Preferences Record Help Welc\nme,wehlnglc|Connected to: OBDX_INS_TEST1

Summary of Security Realms >myraalm »Providers >0U

Home >Summary of Environment >Summary of Servers

View changes and restarts Authenticator »Praviders >OUDAUthenticator >Providers

Pending changes exist. They must be activated Reorder Authentication Providers
to take effect.

F— T Y T — LOK] | LGaneal|

Undo All Changes Reorder Authentication Providers

. You can reorder your Authentication Providers using the list below. By reordering Authentication Providers, you can alter the authentication sequence,
Domain Structure

BDX_INS_TEST1 Select authenticator(s) in the list and use arrows to move them up and down in the list.
1-Domain Partitions

£F Authentication Providers:
Available:
OUDAuthenticator
& Security Realms OAMIdentityAsserter N
E}]ntempe-ahmn OBDXIWT =
Diagnostics DefaultAuthenticator -
DefaultIdentityAsserter v
4
How do L... 2| | oK |iCames

= Re-order authentication providers

» Set the JAAS control flag

System Status B
Health of Running Servers as of 10:15 AM

[ raikd()
[ Critieal (0)
[ Overoaded (D)
[ waming(0)

e Reorder the providers so that LDAP Provider (OUDAuthenticator) gets highest priority followed by
OAMIdentityAsserter, OBAPISJWT, DefaultAuthenticator, DefaultldentityAsserter.
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[§ Reorder Authentication = X e - X
6

ORACLE WebLogic Server Administration Console 12¢

(Change Center @ Home Log Out Preferences [ Record Help (=} Welcome, wehlngl(| Connected to: OBDX_INS_TEST1

turnTo

Home >Summary of Enviranment >Summary of Servers

T e nararte Summary of Security Realms >myrealm »Providers >OUDA cator »Providers =0 .

Pending changes exist. They must be activated | | Reorder Authentication Providers
to take effect.

<« Aclivate Changes 0K Cancel

Undo All Changes Reorder Authentication Providers

You can reorder your Authentication Providers using the st below. By reordering Authentication Providers, you can alter the authentication sequence.

Domain Structure

Select authenticator(s) in the list and use arrows to move them up and down in the list.

@ Authentication Providers:

Available:

OUDAuthenticator
ecurity Realms OAMIdentityAsserter N
nteroperability OBDYXIWT =
Diagnostics DefaultAuthenticator -
DefaultIdentityAsserter -
=

How do L... =] OK | (| Gancel|

s Re-order authentication providers

» Setthe JaAS control flag

System Status =]

Health of Running Servers as of 10:15 AM

[ Faled()
[ Citieal (0)
[ overloade:
[ waming (1)

° Click on OK Button.

[ Settings for myrealm

< C | © mumD0ch

ORACLE  WebLogic erver itaio coreo 75 R o

(Change Center (@ Home Log Out Preferences 2] Record Help Welcome, wehlng|c| Connected to: OBDX_INS_TESTL

rtal?_nfpl

Home >Summary of Environment >Summary of Sarvers >Summary of Security Realms >myreaim >Providers >0UDAUthenticator »Praviders >OUDAUthanticator >Providers

View changes and restarts

Pending changes exist. They must be activated Settings for myrealm

to take effect.
) Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
<« Activate Changes

Undo All Ghangss Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

Domain Structure An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in

BDX_INS_TEST1 a security realm, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBIMS.
1-Domain Partitions

| Customize this table

N . Authentication Providers
Security Realms

[ Interoperability

New| [Deletz | || Reorder Showing 1 to 5 of 5 Previous | Next
B}-Diagnostics — ]
Name Description Version
OuDAuthenticator Provider that performs LDAP authentication 10
OAMIdentityAsserter Orade Access Manager Identity Asserter 10
OBDXIWT OBDX JWT Identity Asserter Provider 10
ool =/ DefaultAuthenticator WebLogic Authentication Provider 1.0
- Configure authentication and identity DefaultidentityAsserter ‘WebLogic Identity Assertion provider 10
assertion providers
« Configure the Password Validation provider lifiexy] [Delste] | | Geoies) Showing 1to 5of 5 Previous | Next

= Manage security providers

« Setthe JAAS control flag

+ Re-order authentication providers

System Status B

Health of Running Servers as of 10:15 AM

e  Click on Activate Changes to apply the changes.
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[ Settings for myrealm - C % e -

&« C | ® mum00chq:9

ORACLE WebLoglo server st oo 125 B o

@ Home Log Out Preferences Welcome, weblogic | Connected to: OBDX_INS_TEST1

Change Center

View changes and restarts Home =5 UDAuthenticator »Providers
Pending changes exist. They must be activated Settings for myrealm
to take effect.

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
«_Aclivate Changes

Undo All Changes Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing | Credential Mapping | Certification Path

D s An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in

X_INS_TEST1 a security realm, Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.
Domain Partitions
Environment

[ Customize this table

Authentication Providers

New Reorder Showing 1 to 5of 5 Previous | Next
Diagnostics = S
Name Description Version
OUDAuthenticator Provider that performs LDAP suthentication 10
OAMIdentityA Oracle Access Manager Identity Asserter 10
OBDIIWT OBDX JWT 1dentity Asserter Provider 10
How do L.. = DefaultAuthenticator WebLogic Authentication Provider 10
« Configure authentication and identity DefaultldentityAsserter WebLogic Identity Assartion provider 10
assertion providers
« Configure the Password validation provider isvg( [Dislete) | [Reorder] Showing 1 to 5o 5 Previous | Mext

Manage security providers

» Set the JAAS control flag

Re-order authentication providers

System Status =

Health of Running Servers as of 10:15 AM

1/12/2018

e Now go to the <DOMAIN_PATH>/<DOMAIN_NAME>/config/fmwconfig/

e  Open jps-config.xml
Replace the line: <servicelnstanceRef ref="idstore.custom"/>

With <servicelnstanceRef ref="idstore.ldap"/>
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° Now Shutdown the Admin server.

¢ Now, again start the Admin Server using the command,
<DOMAIN_PATH>/<DOMAIN_NAME>/bin/startWeblogic.sh

» Run the following script into OBAPIs Schema:

update DIGX_FW_CONFIG_ALL_B set
prop_value='com.ofss.digx.app.sms.adapter.impl.user.OUDUserAdapterFactory' where
PROP_ID="USER_MANAGEMENT_ADAPTER_FACTORY" and
CATEGORY_ID="adapterfactoryconfig’; commit;

e Restart Managed Server
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Post Admin and Managed Servers restart, login into Admin Console and browse to Security Realms >

myrealm > Users and Groups.

Under Users tab additional LDAP users would be populated and additional LDAP groups can be seen

under Groups tab.

[ Settings for myrealm - © X

mum00bzt:9001/console/console.portal?_nfpb=trued_pagel abel=RealmUserManagementTabPage&handle=com.bea.console.handles.SecurityMBeanHand|e%28" Security%3AName%3Dr v | @ §
< c o / / portal?_nfp _pag g g v Y

ORACLE WebLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences 2 Record Help Q
View changes and restarts Home =Summary of Security Realms =myraalm = Providers = Users and Groups
Click the Lock & Edit button to modify, add or Settings for myrealm

delete items in this domain.

Configuration | Users and Groups
Lock & Edit

Release Configuration Users | Groups

Domain Structure
OBDX_INS_TEST

[ Customize this table

New | [Delete

Roles and Policies | Credential Mappings | Providers | Migration

This page displays information about each user that has been configured in this security realm.

Some results are not displayed because there are too many matches. Please customize this table to specify more specific criteria. Note: The authentication provider named OAMIdentityAsserter does not support
viewing or managing its users through the WebLogic console.

Users (Filtered - More Columns Exist)

= x

Welcome, wehlogic| Connected to: OBDX_INS_TEST

Showing 1 to 10 of 1000 Previous | Next

| Name & Description Provider

000800 oup

000801 oup

1207paydayl@a.com oup
HowdolL.. =] 1207payday2@o.com oun
« Manage users and groups 1207payday3@o.com oup
- Create users 1207savings1@o.com oup
= Modify users 12jun.d1@ora.com oup
» Delete users 12jun.d2@ora.com oup

12jun.d3@ora.com oup
System Status a . e
(0 PR S eaa e B | New | [Delete Showing 1 to 10 of 1000 Previous | Next
I Fald(0)

Critical (0) o
e a e
[§ Settings for myrealm - C X - *

&~ C | ® mum00bzt:9001/console/console.portal?_nfpb=trued,_pagelabel=RealmUserManagementGroupTabPage&handle=com.bea.console handles.SecurityMBeanHandle%28" Security%3AName ¥ | B &

ORACLE' webLogic Server Administration Console 12¢

Change Center @ Home Log Out Preferences [&] Record Help Q
View changes and restarts Home = Summary of Security Realms =myreslm >Providers = Users and Groups
Click the Lock & Edit button to modify, add or Settings for myrealm

delete items in this domain.

Configuration | Users and Groups
Lock & Edit

Release Configuration Users | Groups

Domain Structure
OBDX_INS_TEST

| Customize this table
Groups

New | | Delete

Roles and Policies | Credential Mappings | Providers | Migration

This page displays information about each group that has been configured in this security realm.

Note: The authentication provider named OAMIdentityAsserter does not support viewing or managing its groups through the WebLogic console.

Welcome, wehlngic‘ Connected to: OBDX_INS_TEST

Showing 1to 10 of 22 Previous | Next

|| Hame &%

Description

Provider

| | AdminChannelUsers

AdminChannelUsers can access the admin channel,

DefaultAuthenticator

AdminChecker oo
ouD
How do I... = Administrators .

Administrators
« Manage users and groups

Administrators can view and modify al resource attributes and start and stop servers.

DefaultAuthenticator

AdminMaker ouD
o Create groups
« Modify groups () | AppTesters AppTesters group. Defaulthuthenticator
« Delete groups AuthAdmin o
Checker ouD
System Status =} CorporateAdminChecker oun
Health of Running Servers as of 3:55 PM New| |Delste

[ Fakd(n)

Showing 1to 10 of 22 Previous | Next

Critical (0)
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11. Multi Entity

To add entity to existing OBAPIs with supported host system follow below steps.

» Add entity through OBAPIs Web application, using User Manual Oracle Banking APIs System
Configuration User Manual

» Run OBAPIs installer
Ensure that managed server should be down and admin server should be running.

Ensure ORACLE_HOME, JAVA HOME variable are set and their binaries are available in PATH
variable before proceeding.

Login with OS user which was used to perform OBAPIs software installation (or has ownership on
Oracle Weblogic home directory)

Ensure OBAPIs Installation home and filestore path maintained in installer.properties exists and user
running the installer has read-write permissions.

e  From your terminal navigate to <OBAPIs INSTALLER DIR>
e  Enter the following command

python runinstaller.py

Select installation type as ‘New Entity Creation’

BP @obduwls:/scratch/test - O X

Oracle Banking APTs

Installer v18.1.0.0.0
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Below screen will appear after selecting add entity

@ @obdxwls:/scratch/test — =] W

Oracle Banking APIs

Installer v1§.1.0.0.0

Enter below information:

e  Entity code which has been added from screen

e  OBAPIs schema password

If an entity code belongs to UBS host following screen will appear:
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Enter below details:

° Hostname of the UBS database host server
. Port of the UBS database host server
° UBS Host database Service Name

e  Oracle directory name in which you want the database datafile (dbf) to be created. Enter only the
name NOT the path.

e Username with 'sys' privileges
e  SYS privilege user password where UBS schema would be created

e  Weblogic console administrator user password
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Enter below details:

e EXISTING UBS Host schema hame

e  Password for EXISTING UBS schema

e  Complete UBS B1ALl (HostInterface) schema name you want installer to create as new schema
e Password for New UBS schema

e  Country Code of entity branch

Installation Status in case of UBS

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.
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@obdwls:/scratch/obd/ 0BDX Installer

" 1243PM
OO E igens

Installation Status in case of other hosts

After entering all required details (Entity code and OBAPIs schema password), the status is displayed
(as shown below) on the terminal to indicate the progress of the installation.

Home
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12. Multi-entity installation In Silent Mode

This chapter describes how to run the OBAPISs installer for add entity in silent mode.

Ensure that managed server should be down and admin server should be running.
Ensure ORACLE_HOME, JAVA HOME variable are set and their binaries are available in PATH
variable before proceeding.

Login with OS user which was used to perform OBAPIs software installation (or has ownership on
Oracle Weblogic home directory)

Steps for Silent-Mode Installation

° Set the environment variables
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Below parameters should be set in environment variables

Multi-entity installation In Silent Mode

Parameter

Description

Add entity with
UBS (Installation
with Universal
Banking Solution)

Entity_Code

Entity code which has been entered from
screen

SCHEMA_PASS

Password for existing schema on OBAPIs
database

ENTITY_UBS_HOSTNAME

Hostname of the UBS database host
server

ENTITY_UBS_PORT

Port of the UBS database host server

ENTITY_UBS_SID

UBS Host database SID or Service Name

ENTITY_DIRECTORY_NAME_UBS

Oracle Directory name in which you want
the UBS B1A1 (Hostinterface) schema
datafile (dbf).

Enter only the name and NOT the path

ENTITY_SYS_USER

username with 'sys' privileges

ENTITY_SYS_PASS

ENTITY_NEW_SCHEMA_NAME

Complete UBS B1A1 (HostInterface)
schema name you want installer to create
as new schema.

ENTITY_NEW_SCHEMA_PASS

Password for new B1A1 schema on UBS
database

ENTITY_UBS_SCHEMA

EXISTING UBS Host schema name

ENTITY_UBS_SCHEMA_PASS

Password of existing HOST UBS schema
(Existing)

ENTITY_DomainPassword

Password for weblogic admin console

ENTITY_UBS_CCY

Country Code for entity home branch

Add entity with
other hosts

Entity Code

Entity code which has been entered from
screen

SCHEMA_PASS

Password for existing schema on OBAPIs
database

¢ Run the runinstaller.py file with ‘--silent” argument along with ‘--addEntity’
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Installation Status in case of UBS

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

@@Ubdxw /scratch/ /OBDX Installer

12:43PM
NSO E

Installation Status in case of other hosts

After entering all required details, the status is displayed (as shown below) on the terminal to indicate the
progress of the installation.

Home
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13. OBAPIs Product Security

Refer below document for OBAPIs product security configuration

Oracle Banking APIs Security Guide

Home
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14.

Troubleshoot Overview

Troubleshoot Overview

This section describes how to troubleshoot OBAPIs setup.

Invalid database password

This topic contains troubleshooting information if you receive an error when attempting to connect to the
database server.

If you get the following error:

Try one of the following:

o  Verify that the database is running.

o  Check Network connectivity between Weblogic Server and Database server.
¢  Check the database configuration in installer.properties file

o  Verify that the entered password is correct.

cx_oracle module

This topic contains troubleshooting information about problems with cx_Oracle python module.

If you get the following error:

Execute the below command:
export LD_LIBRARY_PATH=/usr/lib/oracle/12.2/client64/lib:$ LD_LIBRARY_PATH
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Failed Database Scripts

This topic contains troubleshooting information in case of database script failures.

If you get the following error in DB_installation.log:

2017-87-13 13:45:41,747 DEBUG Executed /scratch/jenkins/0BDX Installer/ExecInstances/13Jul1338/db/UBS/seed/MSTENTITYUSERTYPELANG. sql successful
2017-07-13 13:45:41,796 ERROR Executed /scratch/jenkins/0BDX Installer/ExecInstances/13Jul1338/db/UBS/seed/mstlang. sql failed
2017-07-13 13:45:41,796 DEBUG total scripts=15
2017-07-13 13:45:41,797 DEBUG scripts successfully executed=1

Check the detailed log of the failed SQL file at <OBAPIs INSTALLER
DIR>/Execlnstances/<DDMonthHHMM> /logs/db folder.

Failure of Policy Seeding

This topic contains troubleshooting information if policy seeding fails during installation.

If you get the following error:
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Try one of the following:

e Check if error.log is created on following path <OBAPIs INSTALLER
DIR>/Execlnstances/<DDMonthHHMM>/logs/db/error.log. This log contains runtime SQL execution
errors.

e If the above mentioned file does not exist, then check the seedPolicies.log on <OBAPIs INSTALLER
DIR>/Execlnstances/<DDMonthHHMM>/logs/db/seedPolicies.log. This log file contains errors
generated during execution of the seed policies jar.

Fix the problem by following below steps:

> Login to OBAPIs installer server

» Browse to <OBAPIs INSTALLER DIR>\installables\policies
» Run below command manually

java -jar SeedPolicies.jar "Clip.csv,Admin.csv" "CLIP,ADMIN" "<Directory where logs needs to be
created>" "INS-oracle.jdbc.OracleDriver,<OBAPIs Schema name>,<OBAPIs Schema
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password>,jdbc:oracle:thin: @<OBAPIs DB hostname or IP>:<OBAPIs DB listener port>/<OBAPIs
Service Name>"

fore.g.:

java -jar SeedPolicies.jar "Clip.csv,Admin.csv" "CLIP,ADMIN" "/tmp/" "INS-
oracle.jdbc.OracleDriver,OBAPIs_THP181,Welcome#1l,jdbc:oracle:thin: @10.44.169.255:1521/OBAPIs"

» Post successfully execution, restart Managed server.

Home
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